Press Release

A LREE

CitySCAPE

CitySCAPE: City-Level Cyber-Secure Multimodal
Transport Ecosystem

A new era regarding the safety of the multimodal transport ecosystem begins with the EU
project CitySCAPE!

The traditional security controls and security assurance arguments are becoming
increasingly inefficient of supporting the emerging needs and applications of the
interconnecting transport systems, allowing threats and security incidents to disturb all
dimensions of transportation.

CitySCAPE is a project funded by the EU’s Horizon 2020 research and innovation programme,
which consists of 15 partners from 6 European countries, united in their vision to cover the
cybersecurity needs of the multimodal transportation.

“CitySCAPE introduces innovative risk analysis techniques and manages a number of software
solutions in order to realize an interoperable toolkit that seamlessly integrates to any
multimodal transport system” said Dr Angelos Amditis, CitySCAPE Project Coordinator and
Research Director at the Institute of Communications and Computer Systems

More specifically, the CitySCAPE software toolkit will:

v Detect suspicious traffic-data values and identify persistent threats

v' Evaluate an attack's impact in both technical and financial terms

v' Combine external knowledge and internally-observed activities to enhance the
predictability of zero- day attacks

v Instantiate a networked overlay to circulate informative notifications to CERT/CSIRT

authorities and support their interplay.
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“A key point of the CitySCAPE solution is that the findings deriving from its pilots will steer
training sessions of both expert and non-expert audience and shape the standardization
contribution to security (labelling) protocols”, Dr Amditis added.

The CitySCAPE solution will be tested in two use-cases, involving ticketing applications, cyber-
fraud and location data, in order to showcase its effectiveness. The two CitySCAPE pilots will
take place in the regional transport system of Tallinn, Estonia and Genoa, ltaly.

CitySCAPE project’s Kick-Off Meeting will be officially launched on 17™-18™ September 2020
and it will be held virtually due to the Covid-19 pandemic.

For more information about the project please contact:

Dr Angelos Amditis

CitySCAPE Project Coordinator, Institute of Communications and Computer Systems
(ICCS) Research Director.

Email: a.amditis@iccs.gr
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Duration 36 months (September 2020- August 2023)
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Project Coordinator

Dr Angelos Amditis
Institute of Communications and Computer Systems (ICCS),
Greece

Consortium

e Institute of Communications and Computer Systems
(ICCS), Greece

e AIRBUS Cybersecurity SAS (ACS), France

e EUROPEAN DYNAMICS LUXEMBOURG SA (ED),
Luxembourg

e KASPERSKY LAB ITALIA SRL (KSP), Italy

e  TALLINNA LINN (TALLINN), Estonia

e RIIGI INFOSUSTEEMI AMET (CERT-EE), Estonia

e AZIENDA MOBILITA E TRASPORTI S.P.A (AMT), Italy

e STAM SRL (STAM), ltaly

e GRUPPO SIGLA SRL (SIGLA), Italy

e UNIVERSITY OF PIRAEUS RESEARCH CENTER (UPRC),
Greece

e OPPIDA (OPP), France

e AUSTRIAN STANDARDS INTERNATIONAL (ASI), Austria

e (CS GROUP (CS), France

e ENGINEERING - INGEGNERIA INFORMATICA SPA (ENG),
Italy

e TALLINN UNIVERSITY OF TECHNOLOGY (TalTech), Estonia
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