CitySCAPE

Risk analysis
and impact
assessment

engine

IDS/IPS engines

CitySCAPE At a Glance

SUERL

\

‘cco

= Tallinn

Consortium

Financial impact
assessment engine threat

SIEM as a Correlation
engine with backlog
of markers

%; ) AIRBUS

\ 7 UNIVERSITY OF PIRAEUS
) RESEARCH CENTER

O

ENGINEERING

Collaborative

INnvestigation
olatform

Training
Collaborative
security
Incident
response
platform
(s
o
kaspersky =
LL
O
ST AER O
MASTERING EXCELLENCE o ==
@
P Q.

OPPIDA
TAL
TECH

AlISTRIAN 4
STANDARDS o

riven by Making Sense

The CitySCAPE Solution

CitySCAPE introduces innovative risk analysis
technigues and orchestrates a number of
software solutions to realize an interoperable
toolkit that seamlessly integrates to any
multimodal transport system.

More specifically, the CitySCAPE software
toolkit will:

* Detect suspicious traffic-data values and
identify persistent threats

*Evaluate an attack’s impact in both technical
and financial terms

*Combine external knowledge and
internally-observed activities to enha-nce
the predictability of zero-day attacks

*|nstantiate a networked overlay to circulate
informative notifications to CERT/CSIRT
authorities and support their interplay.
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