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Project at a Glance
• Call identifier: H2020-SU-DS-2019 

• Topic: SU-DS05-2018-2019 - Digital security, privacy, data 

protection and accountability in critical sectors

• EC Funding: 4.998.057,88 €

• Duration: 36 months 

• Consortium: 15 partners

• Coordinator: Institute of Communication and Computer 

Systems (ICSS), Greece – Dr. Angelos Amditis 

(a.amditis@iccs.gr)

• Learn more: www. cityscape-project.eu

• Join us:     @EUCityscape CitySCAPE Project 
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CitySCAPE Pilots

oMain goal: to test developed solutions in real context using real-life 
scenarios

o 2 pilot sites have been chosen to test the CitySCAPE tools developed 
throughout the Project
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City of Tallinn (Estonia) City of Genova (Italy)
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Genoa Pilot Activities
o 6 Public sessions 

✓School students
✓University Students
✓Citizens
✓Stakeholders & local 

institutions
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o 5 Testing scenarios
✓Mobile 

Application
✓Back-end systems

o PTO’s end-users 
session
✓Getting feedbacks
✓Assess the 

adherence of the 
tools with the 
initial 
requirements



Collaborative Threat 
Investigation Platform 

(CTIP)

CPaaS

Mobile 
App Risk Analysis and Impact 

Assessment (RITA) engine

KMS-SDK

Threats of the mobile 
app and the mobile 
device 

Vulnerabilities of the mobile 
app and the mobile device

AMT Mobile App 
Backend Server

Passengers

Kaspersky Mobile Security SDK.  
Mobile App: AMT, SiglaMoving



Corsi Didattici basati sul gioco per i dipendenti delle aziende di 
trasporto pubblico
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Mappe personalizzate delle aree 
amministrative e operative:

✓ Utenti finali: Addetti aree 
amministrative/Biglietterie; 
Personale impiegato nelle officine, 
Addetti al Customer care, Autisti e 
controllori;

✓ CitySCAPE Topics: 

✓ Security: Email Security, PC 
Security, Mobile Devices 
Security, Password, Internet 
Security.

✓ Privacy: Info Confidenziali, 
GDPR.

✓ Localizzazioni: Inglese e Italiano.



Cybersecurity e privacy – Il ruolo dei passeggeri. 
Verifica le tue competenze giocando.

GDPRConfidential
Info

Malware Phishing



Test scenario 1 & 2 – environment 
and CitySCAPE elements
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Training for PTO internal Staff
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• More than 200 people
involved (more to come)

• About 2 hours sessions

• 3/4 people teams

• 5 teams per session

✓ Involve
✓ Have fun
✓ Reflect

➢ Produce Awareness
and training



T9.1 - Roadmap

English and Italian versions
available.

Jun ‘22
2 trainers from SIGLA 

certified.Jul ’22
214 employees from 

AMT trained by SIGLA.
Sep ‘22

English version available.Dec
‘22 Italian Version available; Jan

‘23
Delivery of First training 
campaign to passenger

Feb
’23?

CSMG for Employees

CSMG for Passengers

Training tool provider Training session provider Training beneficiary

Training tool provider Training campaign provider Training beneficiary



CERTs/CSIRTS CTI Teams SOC Teams

Collaborative Threat 
Investigation 

Platform (CTIP)

Kaspersky Threat Data Feeds e la 
Collaborative Threat Investigation 
Platform (CTIP) di CitySCAPE 


