Comunicat de presa privind finalizarea implementarii proiectului

“City-level Cyber-Secure Multimodal Transport Ecosystem - CitySCAPE”
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Directoratul National de Securitate Cibernetica (DNSC), in calitate de partener al consortiului condus de
Institute of Communication & Computer Systems (ICCS) Grecia, este beneficiarul unei finantdri
nerambursabile din programul Uniunii Europene Orizont 2020, pentru implementarea proiectului “City-
level Cyber-Secure Multimodal Transport Ecosystem -_CitySCAPE”. Proiectul valorifica abilitatile si
maturitatea tehnologica a partenerilor consortiului, pentru a explora Tn mod sistematic dimensiunile
diferite referitoare la securitatea cibernetica a transportului multimodal.

Avand o perioada de implementare de 3 ani (septembrie 2020 - august 2023), proiectul se va finaliza cu
succes la finalul acestei luni. Rezultatele proiectului au fost recunoscute si in cadrul ceremoniei ,ltalian
Project Awards” unde a obtinut, in luna mai a acestui an, premiul ,Best Project for the Public
Administration for 2022”.

Solutia CitySCAPE a fost validata in doua teste pilot la nivel regional (in Tallinn, Estonia si Genova, Italia),
bazandu-se pe un set de studii de caz realizate in timp real, selectate de catre utilizatorii finali (operatorii
de transport). Capacitatea solutiei CitySCAPE de investigare a amenintarilor cibernetice in mod colaborativ
vaintari legatura structurilor de tip CERT/CSIRT cu operatorii interesati din domeniul transportului, in timp
ce cadrul dedicat pentru asigurarea securitatii oferit de CitySCAPE va consolida treptat parteneriatul
dintre acestia.

DNSC, in calitate de lider al subactivitatii Cresterea constientizdrii si a legdturilor cu echipele de rdspuns la
incidentele de securitate ciberneticd, a organizat sesiuni de instruire dedicate membrilor retelei CSIRT.
Activitatile si rezultatele proiectului CitySCAPE au fost diseminate si catre membrii ecosistemului de
securitate ciberneticd, Tn cadrul unor evenimente cu o larga audienta: Bucharest Cybersecurity
Conference — editia 2022, Forumul International de Securitate Cibernetica — editia 2023.

Aceste activitati vor contribui la identificarea noilor tendinte ale atacatorilor cibernetici si distribuirea
rapida a recomandarilor de securitate catre partile interesate, precum si la abordarea colaborativa la
nivelul CSIRT-urilor, in vederea accelerarii timpului de detectare si raspuns a amenintarilor.

Sursa: https://www.cityscape-project.eu/project-news/

Europene, in baza acordului de grant nr. 883321. Continutul reflecta doar punctul de vedere al
autorilor, iar Comisia Europeana nu este responsabila pentru folosirea informatiilor din acest
articol.

- Acest proiect a fost finantat prin programul de cercetare si inovare Orizont 2020 al Uniunii
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The National Cyber Security Directorate (DNSC) as partner of the consortium led by the Institute of
Communication & Computer Systems (ICCS), Greece, is the beneficiary of non-refundable funding from
the European Union Horizon 2020 program, for the implementation of the "City-level Cyber-Secure
Multimodal Transport Ecosystem - CitySCAPE" project. The project capitalizes the skills and the
technological maturity of the consortium partners to systematically explore the different dimensions of
multimodal transport systems cyber security.

With an implementation period of three years (september 2020 - august 2023), the project will be
successfully completed at the end of this month. The results of the Project were also recognized by the
“Italian Project Awards", where it received the prize “Best Project for the Public Administration for 2022
Award”, in May this year.

The CitySCAPE solution was validated in two regional pilot tests (in Tallinn, Estonia and Genoa, Italy) based
on a set of real-time case studies selected by end users (transport operators). CitySCAPE's collaborative
cyber threat investigation capability will strengthen the connection of CERT/CSIRT structures with
interested transport operators, while the dedicated security framework provided by CitySCAPE will
gradually fortify the partnership between them.

DNSC, as the lead of the task ,Awareness raising and liaison with response teams,” organized training
sessions for members of the CSIRT network. The activities and results of the CitySCAPE project were also
disseminated to members of the cyber security ecosystem in events with a wide audience: Bucharest
Cybersecurity Conference — 2022 edition, International Cyber Security Forum — 2023 edition.

These activities will contribute to the identification of new cyber attackers’ trends and the rapid
distribution of security recommendations to stakeholders, as well as the collaborative approach across
CSIRTs, to accelerate threat detection and response time.

Source: https://www.cityscape-project.eu/project-news/
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