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Legal Disclaimer
CitySCAPE is an EU project funded by the Horizon 2020 research and
innovation programme under grant agreement No. 883321. The information
and views set out in this deliverable are those of the author(s) and do not
necessarily reflect the official opinion of the European Union. The
information in this document is provided “as is”, and no guarantee or
warranty is given that the information is fit for any specific purpose. Neither
the European Union institutions and bodies nor any person acting on their
behalf may be held responsible for the use which may be made of the
information contained therein. The CitySCAPE Consortium members shall
have no liability for damages of any kind including without limitation direct,
special, indirect, or consequential damages that may result from the use of
these materials subject to any liability which is mandatory due to applicable
law.
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Abbreviation

Meaning

ACS Airbus Cyber Security

AV Autonomous Vehicle

AMT AMT Genova

BiBo Bounded-input, Bounded-output

CBA Cost-Benefit Analysis

CERT/CIRT Computer Emergency Response
Team/ Cyber Incident Response
Team

CPaa$s Communications Platform as a
Service

CSIRP Collaborative  security incident
response platform

CTI computer-telephony integration

CTIP Collaborative threat investigation
platform

DNSC DNSC Romania

DoA Description of Action

ED European Dynamics

ENG Engineering

FIMCA Financial impact assessment
engine

GDPR General Data Protection Regulation

GNSS Global Navigation Satellite System

GUI Graphical user interface

HTTP Hypertext Transfer Protocol

ICCS Institute of Communication and
Computer Systems

ICCS Institute of Communication and
Computer Systems

IDS Intrusion Detection Systems

|IOC Indicators of Compromise

IPS Intrusion Prevention Systems

KSP Kaspersky

LAN Local area network

MISP Malware Information Sharing
Platform

OPP Oppida

PT Public Transport

RITA Risk analysis and impact
assessment engine

RTLS Real-time location system

SFTP Secure file transfer protocol

SIEM SIEM as a Correlation engine with
backlog of markers

SIGLA Gruppo Sigla
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SOAR Security orchestration, automation
and response

XSOAR Comprehensive security
orchestration, automation and
response (SOAR) platform

STAM StamTech

Tallinn City of Tallinn

TalTech Tallinn University of Technology

UPRC University of Piraeus Research
Center

VPN Virtual Private Network

XSOAR Comprehensive security

orchestration, automation and
response platform
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Executive Summary

This deliverable presents the results of the work conducted during Task 7.2
entitled “Pilot demonstrator - Tallinn”. The main objectives of the task were
to demonstrated cybersecurity test cases on the multi-modal transportation
business services and assets in the Tallinn transportation ecosystem.
Current deliverable specifies the procedures of the conducted Tallinn pilot
with a detailed description of the progress.

The first part of the deliverable includes Tallinn CpaaS infrastructure with
assets and interactions, to have a better overview of the nature of the test-
case. Involvement of the modules from CitySCAPE toolkit are presented in
detail.

The second part of the document is dedicated to a comprehensive overview
of the conducted pilot with low-level timelines, high-level outcomes and
description of the activities performed in preparatory phase from 1t of July
and during actual testing on 24" and 25" of August.

The final part of this deliverable breaks down each test-case into details,
including scenario description, assets involved, defined attack scenarios and
modules used in demonstration.

This document reports the results of demonstrating the benefits and

usability of the CitySCAPE toolkit for detecting cyber-attacks and for cyber
incident response in the multi-modal transport environment.

D7.3 Pilot execution report in Tallinn 10
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1 INTRODUCTION

1.1 Project Introduction

The traditional security controls and security assurance arguments are
becoming increasingly inefficient in supporting the emerging needs and
applications of the interconnecting transport systems, allowing threats and
security incidents to disturb all dimensions of transportation.

CitySCAPE is a project funded by the EU's Horizon 2020 research and
innovation program, which consists of 15 partners from 6 European
countries united in their vision to cover the cybersecurity needs of the
multimodal transportation.

More specifically, the CitySCAPE software toolkit will:
v' Detect suspicious traffic-data values and identify persistent threats
v' Evaluate an attack's impact in both technical and financial terms
v' Combine external knowledge and internally-observed activities to
enhance the predictability of zero-day attacks
v' Instantiate a networked overlay to circulate informative notifications

to CERT/CSIRT authorities and support their interplay

The project duration extends from September 2020 to August 2023.

1.2 Deliverable Purpose

The purpose of this deliverable is to provide a comprehensive progress
description of the conduct of the Tallinn pilot. The report will cover the

system level evaluation of the pilot that is based on the integrated software
system specified and developed in WP5 and WPG6.

D7.3 Pilot execution report in Tallinn n
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2 METHODOLOGY

The pilot deployment methodology is fully described in D7.1 “Site Surveys &
Scenario Planning”, it is structured as follows:

Step 1: Exercise objectives definition.

Step 2: Scenario elaboration (definition of scenario and chronological
elements and events).

Step 3: Technical definition (definition of components to be used, definition
of what will be simulated and what real hardware will be used, definition of
technical events and attack paths).

Step 4: Technical implementation (clones’ creation and deployment, attack
scenarios implementation).

Step 5: CitySCAPE installation in pilot location, interconnection with cloned
CPaaS when relevant, interconnection with remote CitySCAPE services
when relevant.

Step 6: Platform test and pilot dry run.

Step 7: Pilot run phase.

Step 8: Pilot results analysis and feedback.

This document concerns Steps 4-8 where the technical definition of the test
was carried out.

D7.3 Pilot execution report in Tallinn 12
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3 INFRASTRUCTURE DEPLOYMENT
3.1 Tallinn CPAAS infrastructure table

The TALLINN pilot environment consisted of infrastructure depicted in
Figure 1.
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Figure 1. Tallinn CPaaS infrastructure

The “Control Room server” in the Firgure is denoted as the Cloud, which
contains multiple important applications and services of the CPaaS and
CitySCAPE Toolkit such as Teleoperation, Data Logging, Transportation
Ticket Validator Application, IDS/IPS, SIEM, etc. The AV Shuttle is
represented by the network part segmented by the switch (NSW-200-28P),
and a set of sensors is depicted (Camera and LIiDAR). The control of the AV
(where the self-driving modules (algorithms) are contained) is located on
the main computer and the secondary computer.

The high-level infrastructure as related to the multi-modal transportation
journey is represented in Figure 2.

D7.3 Pilot execution report in Tallinn 13




CitySCAPE
1.:P
vows e T

timetable onthe ~ —— | eal-ime
web and enters _m Vehicle data
PT in city centre (Thoreb)
il Clone of
' Time tables

TalTech
ickefing
Service
(Ridango)

Tallinn

3rd party

CPaasS

SIGLA

Ticket
validator

Keemia TalTech
: STOP DummySTOP 4G (val)
i H = DSRC
. e
' e D
2. Passenger 4. Passenger enters  jseautoishuttle
Ieave§ PT at AV, validates the !
Keemia STOP 3. Passenger ticket i
views AV real i 5
time and walk to : /

TalTech Dummy : \
STOP or picks ; 4G Teleoperation center
nearby e-scooter

5. Passenger

leaves AV at
University

Real-time
tracking & logging

iseAuto
Dashboard

Figure 2. Tallinn High-Level CPaaS Assets
3.2 CitySCAPE toolkit

The CitySCAPE toolkit components are involved in the Test Case scenarios
as depicted in Table 1.

CTIP CSIRP

Test X X X X X X
Case 1

Test X X X X X X
Case 2

Test X X X X X
Case 3

Test X X X X X
Case 4

Test X X X X X
Case 5

Table 1. CitySCAPE toolkit modules used in Tallinn pilot

The X represents the functionality able to be reported in the TALLINN Pilot
deployment during the 24% to 25™ of August. The red X represents the
functionality which will be demonstrated on the completion of the TALLINN
Pilot and will be detailed in the final report in D7.5 “Pilot Evaluation and
Knowledge capitalisation”. Since the IDS is a network monitoring engine,
not all test cases involve its use.

D7.3 Pilot execution report in Tallinn 14
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4 CITYSCAPE TALLINN PILOT
4.1 Overview

The TALLINN Pilot started on 1%t of July, commencing with a 2-week period
where the AV shuttle was in operation in the TalTech campus area,
collecting data. Based on the collected data, partners started to develop
modules and interfaces among CitySCAPE toolkit components in order to
perform attacks and develop mechanisms to detect them. After 5 weeks of
preparatory works, all relevant partners gathered in Tallinn to perform live
demo. On the first day of the demo, technical partners carried out
comprehensive training for internal and external experts on the following
subjects:

e how to use CitySCAPE tools in real conditions;
e how to operate scenarios in Cyber Range;
e how to exchange CTIl using MISP or SFTP (see Annex V).

In the trainings there were 29 participants from DNSC, ENISA - European
Union Agency for Cybersecurity, CERT France and CSIRT Greece and local
experts from TalTech and TALLINN.

After the training sessions, technical partners performed and then
showcased live demo with 2 pre-defined scenarios in real conditions (Test-
Case 1 & Test-Case 2). Intrusion attacks were performed on the live iseAuto
systems, and the performance of the CitySCAPE modules was evaluated.
When conducting test-case 3 and 4, unexpected issues with the integration
of CitySCAPE modules were found. Furthermore, the SIEM required more
data ingestion and analysis to adequately create detection rules for test-
case 3and 4 attacks. To ensure the ability to demo the remaining 3 scenarios
(Ticketing system, GNSS Spoofing and SiglaMoving transport data) the pilot
group identified the scope, and the preparatory works have been
successfully completed. However, due to the unexpected problems with
integration of the modules during the Tallinn pilot period, it was impossible
to finalize all scenarios on time. Within upcoming weeks, project partners
will continue working with the remaining three scenarios and results of all
scenarios will be reported in the respective deliverable 7.5 “Pilot Evaluation
and Knowledge capitalisation”.

4.2 Low-Level Deployment Timeline

Week Activity Resource Required
July 4to 8 | AV Shuttle Operational - AV Shuttle Engineer.
Monday
Tuesday
Wednesday IDS Engineer.
Thursday
IDS Monitoring of Data Collection | ACS Engineer.

D7.3 Pilot execution report in Tallinn 15
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Preparation of Cyber Range
Environment
JulyMto 15 | Prepare Training Scenarios ACS, TalTech, CitySCAPE
Tool Owners, DNSC.
Test/Prepare Cyber Attacks (Test | Oppida, TalTech.
Case DDoS & RSU)
AV Shuttle Engineer.
AV Shuttle Operational - Monday
Tuesday
Wednesday
IDS Engineer.
Thursday
IDS Monitoring of Data Collection
ACS Engineer.
Preparation of Cyber Range
Environment
July 18 to 5 | Any remediation of the IDS & | CitySCAPE Tool Owners
August SIEM (CitySCAPE Platform)
Any remediation of the iseAuto | iseAuto team
network and infrastructure
August 8 to | Setup/preparation of the Tallinn | TalTech, Oppida,
12 Pilot Environment CitySCAPE Tool Owners.
August 15 | Setup/preparation of the Tallinn | TalTech, Oppida,
to 18 Pilot Environment CitySCAPE Tool Owners.
SIEM & IDS monitoring of data | SIEM & IDS engineer.
collection
August 24 | Cybersecurity testing in the | Oppida, TalTech, ACS.
CyberRange environment and
Tallinn Environment
August 24 | Tallinn Pilot Demonstration CitySCAPE Consortium.
CitySCAPE Training DNSC, ACS, ED, Tallinn
Stakeholders.
August 24 | Tallinn Pilot Demonstration CitySCAPE Consortium.
to 25 CitySCAPE Training DNSC, ACS, ED, Tallinn

Stakeholders

Draft Pilot Report

Table 2. Low-Level Deployment Timeline

D7.3 Pilot execution report in Tallinn
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4.3 Cybersecurity Test Case Scenarios

Tallinn test cases focused on the following cybersecurity aspects:

1.  Improved confidence of efficient handling of day-one and specific
DoS attacks.

2. Minimizing security risks introduced by (less security-aware) external
service providers.

3. Improving the fraud prediction caused by recent EU finTech market
opening directives and technological advancements.

4. Minimizing the risks to personal privacy related to fraud prevention
and new ticketing services like GNSS/ indoor RTLS based BiBo.

These test-cases involve a diverse range of transportation technologies, from
AV shuttles to transportation fare card validation and from adaptive traffic
management, from vehicle to infrastructure (V2I) communications. The
Tallinn pilot described attacks on each of the transportation areas, and
deployed attacks on all, except the Test-Case 4 (GNSS) which required
further investigation in order to conduct the attack, and Test-Case 3 (Fraud
Detection), which required further exploration of the logs by the SIEM
operators to construct effective detection rules. Also, Test-Case 5 (Mobile
Application) required further log analysis by the SIEM operators to construct
detection rules and develop the playbooks for security orchestration.

4.3.1 Test Case 1: Availability of AV Shuttle Network
Communication

4.3.1.1 Pilot scenario description

In this scenario, the passenger is able to move seamlessly from the city
transportation modes to the last-mile services (AV Shuttle). The passenger
interactions to achieve this are listed below:

1. Passenger departs from the city-transport mode and reaches the AV
Shuttle.

2. The AV Shuttle drives the passenger to the end destination.

The desired behaviour of the system is described below:

1. The remote operations center of the AV Shuttle monitors the
operation of the AV Shuttle.

2. The remote operations center monitors the passenger in the AV
Shuttle.

3. Ifthere are any safety events, the emergency stop can be used to stop
the AV Shuttle, or the remote operator can assume control and make
driving decisions.

The following table describes the assets involved in the scenario and the
scope of each of them.

D7.3 Pilot execution report in Tallinn 17
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Autonomous Self-Driving Shuttle

Vehicle Hardware  Taltech Physical Network interfaces (Ethernet, The vehicle computer.
on-board computing CAN, Serial)
Computer units, Operating OS (Ubuntu 16.01)
System,  APIs, Applications (ROS,
Application Autoware.Auto, Skyhook)
Server, Software
components,
Local data
assets
(databases), Log
files,
configuration
data
Camera Hardware, Taltech Physical Unit, IP Connected to On-board Unit. The vehicle on-board
Sensors Firmware Log files, cameras.
configuration
data
Camera Dataasset Taltech Physical Unit, Camera data is stored in the The video files from on-
Data Log files, ROSBag logging system. board camera.
configuration
data
GNSS Hardware, Taltech Physical Unit, [P connected GNSS sensor using The vehicle GNSS
Firmware Log files, Skyhook GPS application. system. Used for geo-
configuration location/ SLAM.
data
IMU Hardware, Taltech Physical Unit, CAN bus interface, integrated Vehicle IMU for
Firmware Log files, with GPS capturing of
configuration measurement data of
data AV (acceleration,
orientation, heading).
Ultrasonic Hardware, Taltech Physical Unit, IP connected to on-board L2 Used for short-range
Sensors Firmware Log files, switch. object detection.
configuration
data
Lidar Hardware, Taltech Physical  Unit, [P connected to on-board L2 LiDAR used for 3D point
Firmware Log files, switch. cloud mapping to build
configuration dynamic maps for SLAM.
data
Local Dataasset Taltech configuration Application interfaces (APls, The vehicle complete
Dynamic data REST, JSON etc.) database.
Map Web services
Database connectors
Communic Hardware, Taltech 4G and 5G Network interface (Ethernet, The modem ensuring
ation Firmware, Router CAN) communication with
modem Software V2X other  vehicles and
4G M2 Nighthawk Router infrastructure.
5G Router
Switch Hardware, Taltech L2 Switch Ethernet (Cat 6, 5E) Switch connects on-
Firmware, L2 (VLAN segmentation) board unit, sensors and
Software router. Manages access
to the network and
segments network in
VLANS).
AV Shuttle Middlewa Taltech - OS interfaces (Proprietary port ROS Melodic, Autoware
Operating re/Firmwa enabled, protected by access 114
System re OS and authentication
mechanisms)
Self- Software Taltech Application interfaces (APls, Autoware.ai
driving REST, JSON etc.) Application framework
applicatio Messaging protocols for self-driving vehicles.
n Web services
Database connectors

D7.3 Pilot execution report in Tallinn
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Teleoperat Hardware, Teleoper Physical or Network interfaces (Ethernet, Control pC
ion Middlewa ation virtual Wi-Fi, 4G, Bluetooth) communicating  using
services re, services computing OS interfaces (SSH, RDP, etc.) the teleoperation
Software, provider  units, Operating Application interfaces (APIs, software which is a
Data, System, REST, etc.) module of the ROS.
Redunda Application Database connectors
ncies Server, Web File Transfer Services (e.g., SFTP)
services,
Databases and
DBMS, Log files,
configuration
data
Teleoperat Software Taltech API OS interfaces (SSH) — Access and  Module implemented in
ion Authentication using FIDO 2FA, the ROS
Module TLSV1.3 and VPN implementation.
Actuators Hardware, Taltech Network interface (Ethernet, Actuators
Firmware, CAN)
Software

Table 3. Assets involved in the scenario 1

4.3.1.2 Attack scenarios

The aim of Test Case 1 (Availability of AV Shuttle Network) is to test the ability
of the CitySCAPE toolkit to detect cyber-attacks that impact the availability
of the AV Shuttle teleoperation network. Without communication of the AV
Shuttle to the teleoperation server, the AV cannot be safely monitored and
controlled by the teleoperator and thus the last mile extension journey of
the passenger is either not possible or unsafe. The aim of this test case was
to assess the CitySCAPE toolkit against availability attacks such as DDoS,
and this includes techniques within the cyber-attack kill chain, from
reconnaissance (scanning and fingerprinting) to exploitation (delivery of
DDoS packets).

In order to perform Test Case 1 and try to affect the AV communication
availability, OPPIDA has performed the following tests scenario steps:
e Fingerprinting
o Trytoidentify targets and potential vulnerabilities
e DoS Attacks
o From the internet
o From inside the vehicle (inside attacker simulation)
To perform these scenarios and after several preliminary test, Oppida has
finally used the following tools:
e Nmap
e Metasploit
¢ Command line
e Exploit scripts available on the internet for specific identified service
with potentially known vulnerability
Two different sub scenarios have been played.

The first one (sub-testcase 1.1) consisted of identifying and attack targets
from the internet (system elements with public IPs) which is actually
equivalent to targeting the control server (see Figure 1) as depicted in Figure
3.
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Figure 3. Sub-testcase 1.1 involved element

The second test case (sub-testcase 1.2) simulated inner vehicle attacks. This
was performed through a VPN connection to the AV network, provided by a
VPN server installed in the vehicle (see Figure 1). Thus, enabling Oppida to
lunch sub-testcase 1.2 steps from the AV LAN, allowed to simulate an
attacker able to get access to the AV LAN, either physically connected to the
vehicle (e.g. a passenger able to find an accessible physical port) or a
roadside attacker, able to hack the AV commmunication device.

From this position we performed in sub-testcase 1.2 a complete scan of the
accessible sub-networks and then performed a targeted DoS attack on its
most significant equipment - the communication unit (see Figure 1), as
depicted in Figure 4 and Figure 5.

Autnomous Shuttle

network
N = 4 192.168.1.XXX
) “' i 19216811

192.168.1.150

192.168.2. XXX
192.168.2.1

19=6

192.168.2.7

Identified by both CitySCAPE network map and attacker

Identified by CitySCAPE network map and not the attacker's scans.

Not Identified by CitySCAPE network map and identified by the attacker's scans

Figure 4. Sub-testcase 1.2 scanning targets
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Figure 5. Sub-testcase 1.2 DoS target

Classic synflood attacks have been performed, running the dedicated
Metasploit plugin plus command line hping as well as a scprit dedicated to
attack the specific version of the ftp server of the control server.

4.3.1.3 Modules behaviour

4.3.1.3.1 SIEM

Graylog - Graylog receives alerts from the IDS/IPS component, as
represented in the following picture.

& Cufom -t Ao

& C O & graylog:2000/se ) teaf 2 0 o ® =

graylog Search  Streams  Alerts  Dashboards  Enterprise  Wizard »  System~ @) :: Z © 4

> n. From: 2022-88-25 Until: 2022-88-25 ’ b Notupdating -
06:00:00.000 23:30:00.000

.
i n 9 (rsave Diload & @ -~
+

Message Count
q
%

00(

16
All Messages X

Figure 6. Alerts received to Greylog

In particular, during the first SYN flood attack, several messages concerning
TCP sessions without 3-way handshakes were received and aggregated into
an alert sent to the XSOAR component., as detailed in the picture below

All Messages o 2

timestamp  IF source l

2022-08-25 11:58:36.000 +02:00

server-desktop

nort[31371]: message repeated 21 times: [ [129:20:1] TCP session without 3-way handshake [Classification
TCP) 193.40.250.237:504€) -> 193.40.245.62

Figure 7. Aggregated alert sent to the XSOAR component

Potentially Bad Traffi
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The same kind of messages was received, aggregated, and transmitted to
the XSOAR component when the second iteration of the SYN flood attack
was executed, as shown in the following picture.

bt o et

€« > C O & graylog . type=at f , o o}
graylog Search  Streams  Alerts  Dashboards  Enterprise  Wizard »  System~ @ :{ Z ©
> Message Count .1
. .
1
6,000
-+ 4,001 II
q — = l | 1|
98:00 10:00 12:0 16
X,
All Messages N
tmestamp 1F source I
psktop snort[31371]: message repeated 4 time 129:208:1] TCP session without 3-way handshake [Classificetion: Potentially Bad Traffic I
2] {TCP} 193.40.250.237:50457 93.40.245.62:22]
2022-08-25 12:28:17.000 +02:00 rver-desk
12711 ¥ 49

erver-desktof

S
2022-08-25 12:28:17.000 +02:00 v ki

fesktop snort[31371 [129:28:1] TCP session without 3-way handshake [Classification: Potentially Bad Traffic) [Priority: 2] (TCP) 193.40

Figure 8. Received messages transmitted to XSOAR component

XSOAR - XSOAR receives alerts from Graylog, maps them to its internal data
model, and assigns them to a user. In the picture below, the dashboard of

an analyst is detailed.

Dashboards ?

REPORT

My Dashboard WMy Threat Landscaps stem Hozlth

ﬁLix:l"d.i",' e
ui
Mentions My Tasks
No results founc Na results found
My Incidents Late Incidents
My Mean Time to Resolution
DAY HOURS MIN
My Active Incidents by Type
™M

Figure 9. XSOAR receives alerts from Graylog

The alert received following the first SYN flood attack is displayed in the
incident dashboard, as detailed in the screenshot below.
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Figure 10. Alerts displayed in incident dashboard

The description of this incident is available in the following interface.

¥ #142383 Cityscape - Tallinn Pilot - UC1 - SYN Flood attack - Incident Info @ ° ?
War Room Work Pla Evidence Board Related Incidents Canvas Show empty field
Case Details Work Plan (1) Notes (0)
This incident does not contain notes.
o “ JRESE Check MISP for additionnal information

en.pormet Tasks Pane or Work Plan

Timeline Information Investigation Data Evidence (0)

ncident does not contain evidence

Indicators (0) Child Incidents (0)

™M

Figure Tl. Incident description

XSOAR associated the incident with a playbook, i.e. a description of the
actions to be executed automatically or manually by the analyst to
accelerate the handling of the incident, as represented below.
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u s 2
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Figure 12. XSOAR provided description of the actions to the handling of the incident

On the second iteration of the SYN flood attack, a new alert was created into
XSOAR, while the old one was assigned to a service account in order not to
“pollute” the analyst interface with data from the old alert, as showed in the
following picture.

Incidents m ?
ﬂmnt?m,;- . e
Severity v Type v SLA~ Owner v
.l P T L]
Mediur 2 f 2 withir
|
i

1} Name Type Severity Status Owner Roles Playb

ityscape - Tallinn Pilot - UC1 - SYN Flood - Cityss
emen fur Active
attack Pilot

Votre écran est partagé par le biats de I'application meet.google.com A
n " g
:

Figure 13. SYN flood attack

4.3.1.3.2 IDS/IPS engine

The solution version used for this demonstration is the alpha version, where
the basic integration of the internal module has been developed and an
initial version of the Anomaly Detection Procedure is implemented as a
separate APL.

The internal architecture of the CityScape IDS/IPS engine is depicted in
Figure 14, details are available in deliverable D5.4 “IDS/IPS final prototype”.
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Figure 14. CityScape IDS/IPS engine internal architecture

The deployment has been executed during month M24 by ENG IDS
engineers using the bash files provided in the code repository.

As mentioned in D7.1 “Pilot scenarios, validation plan, and Pre-piloting
preparation”, the IDS/IPS engine is used in the first two test case scenarios
(sections Error! Reference source not found. and section Error! Reference
source not found.):

1. AV Shuttle Network Communication;

2. Integrity of RSU,;

In both test cases, the IDS/IPS is used to identify possible threats, in
particular in the first test case the IDS/IPS engine should be used in ON-LINE
mode while for the latter one the OFF-LINE mode:

e Online: the IDS/IPS engine is running and analysing in real-time the
traffic that is passing through a specific interface,

e Off-line: the IDS/IPS engine analyses a pre-recorded traffic dataset
pcap file) and identifies potential threats, then the idea is to try to use
the ADP-API to test the Anomaly detection Procedure with to pre-
recorded dataset, the first one to train the procedure and create the
ADP model and the second one to test the model.

For the TALLINN pilot the IDS/IPS engine has been deployed on the TALLINN
Control Room Server (See Figure 1in section 3.1).

The TALLINN Control Room Server is connected to AIRBUS VPN through
OpenVPN client to be able to forward the engine alerts to the CityScape
SIEM which is, for this pilot, deployed into the AIRBUS servers.

In the following table, additional technologies used for this pilot are listed
with a short description.

# \ Name \ Description Use in the pilot
0 | Apache? Open-source HTTP Used to expose the GUI to
server for modern view alert (BASE)

operating systems

T https://httpd.apache.org/
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including UNIX and
Windows

1 | SNORT? Open-source IDS/IPS Used to implement rule-

based capabilities

2 | FastAPP Open-source web Used to expose Anomaly
framework for building | Detection Procedure API
APIls with Python 3.6

3 | OpenVPN Client software for|Used to connect to

Client* connecting to a VPN AIRBUS VPN

Table 4. Additional Technologies used in Tallinn pilot

During the first day of TALLINN's Pilot live demo, August 24, 2022, the ENG
colleagues illustrated a brief guide on the usage of the IDS/IPS engine sub-
modules to the pilot's participants based on the type of users. The
presentation used is available in ANNEX | - IDS/IPS engine user guide.

Then the IDS/IPS engine has been activated in Online mode the day after,
August 25, 2022, monitoring the enp2n0 interface.

The IDS/IPS engine, as mentioned before, was running in Online mode and
the following alerts have been generated (see Figure 15):
a. TCP session without 3-way handshake [Classification: Potential
Bad Traffic] [Priority: 2]
b. (spp_ssh) Protocol mismatch [Classification: Detection of non-
standard protocol or event] [Priority: 2]

The first type of alert was generated with a huge number of instances,
indicating that the alerts are related to a potential SYN flood attack, while
the second type of alert had a limited number of records.

In Figure 16 is depicted the GUI to view the generated alerts.

&£

Figure 15. IDS/IPS engine log with the alerts generated for test case 1

2 https://snort.org
3 https://fastapi.tiangolo.com/
4 https://openvpn.net/vpn-client/
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&« @] QO D localhost/ba ry_main.php?search=1&prev_sort_order=time_d&action_lst[0 0% Ty 2 L
I (ST B, | ST WU 3UaY IUSIARE L. + sensors

MetaCriteria  time = [ 08 /25/20221[11:58:*] + Unique Alerts
..Clear... « (classifications )

Unique addresses: Source | Destination

IP Criteria any . "
« Unique IP links

TCP Criteria any

Source Port: TCP | UDP
Payload Criteria  any

Destination Port: TCP | UDP

+ Time profile of alerts

Displaying alerts 721-768 of 2513 tatal

Ll D < Signature > < Timestamp > < Source Address > < Dest. Address > < Layer 4 Proto >
(m] #720-(1-56408)  [snort] stream5: TCP session without 3-way handshake 2022-08-25 11:58:36 193.40.250.237:50457 193.40.245.62:22 TcP
[m] #721-(1-56407)  [snort] stream5: TCP session without 3-way handshake 193.40.250.237:50457 193.40.245.62:22 TCP
(] #722-(1-56406)  [snort] stream5: TCP session without 3-way handshake 2022-08-25 1. 136 193.40.250.237:50457 193.40.245.62:22 TCP
[m] #723-(1-56405)  [snort] stream5: TCP session without 3-way handshake 2022-08-25 11:58:36 193.40.250.237:50457 193.40.245.62:22 TcP
(m] #724-(1-56404)  [snort] stream5: TCP session without 3-way handshake 2022-08-25 11:58:35 193.40.250.237:50457 193.40.245.62:22 TcP
[m] #125-(1-56403)  [snorf] stream5: TCP session without 3-way handshake 2022-08-25 11:58:35 193.40.250.237:50457 193.40.245.62:22 TCP
() #126-(1-56402)  [snort] stream5: TCP session without 3-way handshake 193.40.250.237:50457 193.40.245.62:22 TCcP
[} #127-(1-56401)  [snort] stream5: TCP session without 3-way handshake 193.40.250.237:50457 193.40.245.62:22 TcP
Ol #728-(1-56400)  [snort] stream5: TCP session without 3-way handshake 2022-08-25 11:58:35 193.40.250.237:50457 193.40.245.62:22 TcP
[m] #720-(1-56399)  [snort] streamS: TCP session without 3-way handshake 2022-08-25 11:58:35 193.40.250.237:50457 193.40.245.62:22 TCP
#730-(1-56398)  [snort] stream5: TCP session without 3-way handshake 2022-08-25 11:58:35 193.40.250.237:50457 193.40.245.62:22 TCP
[m} #131-(1-56396)  [snort] stream5: TCP session without 3-way handshake 2022-08-25 11:58:35 193.40.250.237:50457 193.40.245.62:22 TcP
(m) #732-(1-56395)  [snort] stream5: TCP session without 3-way handshake 2022-08-25 11:58:35 193.40.250.237:50457 193.40.245.62:22 TCP
[m] #733-(1-56394)  [snort] stream5: TCP session without 3-way handshake 2022-08-25 11:58:35 193.40.250.237:50457 193.40.245.62:22 TCP
(] #734-(1-56393)  [snort] stream5: TCP session without 3-way handshake 2022-08-25 11:58:35 193.40.250.237:50457 193.40.245.62:22 TCP
[m] #735-(1-56392)  [snort] stream5: TCP session without 3-way handshake 2022-08-25 11:58:35 193.40.250.237:50457 193.40.245.62:22 TcpP
(] #7136-(1-56391)  [snori] stream5: TCP session without 3-way handshake 2022-08-25 11:58:35 193.40.250.237:50457 193.40.245.62:22 TCP
[m] #737-(1-56390)  [snort] stream5: TCP session without 3-way handshake 2022-08-25 11:58:35 193.40.250.237:50457 193.40.245.62:22 TCP
(m] #738-(1-56389)  [snort] stream5: TCP session without 3-way handshake 35 193.40.250.237:50457 193.40.245.62:22 TCcP
] #739-(1-56388)  [snort] stream5: TCP session without 3-way handshake 8:35 193.40.250.237:50457 193.40.245.62:22 TcpP
(m] #740-(1-56387)  [snort] stream5: TCP session without 3-way handshake 2022-08-25 11:58:35 193.40.250.237:50457 193.40.245.62:22 TcP
#741-(1-56386)  [snort] stream5: TCP session without 3-way handshake 2022-08-25 11:58:35 193.40.250.237:50457 193.40.245.62:22 TCP
#742-(1-56385)  [snort] stream5: TCP session without 3-way handshake 2022-08-25 11:58:35 193.40.250.237:50457 193.40.245.62:22 TCcP
[} #743-(1-56384)  [snort] stream5: TCP session without 3-way handshake 2022-08-25 11:58:35 193.40.250.237:50457 193.40.245.62:22 TcP
O #744-(1-56383)  [snort] stream5: TCP session without 3-way handshake 2022-08-25 1. » 193.40.250.237:50457 193.40.245.62:22 TCP
0 #745-(1-56382)  [snort] stream5: TCP session without 3-way handshake 2022-08-25 11:58:35 193.40.250.237:50457 193.40.245.62:22 TCP
(m] #746-(1-56381)  [snort] stream5: TCP session without 3-way handshake 2022-08-25 11:58:35 193.40.250.237:50457 193.40.245.62:22 TCP
#747-(1-56380)  [snort] stream5: TCP session without 3-way handshake 2022-08-25 11:58:35 193.40.250.237:50457 193.40.245.62:22 TcP
#748-(1-56379) Sl TCP i handshaks 202 1 35 103 22

For sub-testcase 1.2, alerts related to the attack on the communication unit
(previously described) have not been generated; mostly due to the fact that
the IDS/IPS engine was deployed on the server machine and was not
receiving all the traffic in the subnetwork.

&« QO D localhost/base/! _q 1ain.php?search=1 D&sig[1] 0% W ® & =
(] [snort] siream5: TCP session without 3-way handshake 2022-08-25 11:27:.02 193.40.250.237:50457 193.40.245.62:22 TCP
) #3(1-3118) [snort] streams: TCP session without 3-way handshake 2022-08-25 11:27:03 193.40.250.237:50457 193.40.245.62:22 TCP
(] #4-(1-3119)  [snori] sream5: TCP session without 3-way handshake 2022-08-25 11:27:.03 44.240.140.78:443 193.40.245.62:51310 TCP
[ #5{1-3120) [snori] sream5: TCP session without 3-way handshake 2022-08-25 11:27:03 44.240.140.78:443 193.40.245.62:51310 TCP
(m} #6-(1-3121)  [snori] sream5: TCP session without 3-way handshake 2022-08-25 11:27:.04 193.40.250.237:50457 193.40.245.62:22 TCP
[m] [snori] sireams: TCP session without 3-way handshake 2022-08-25 11:27:04 193.40.250.237:50457 193.40.245.62:22 TCP
() [snort] stream5: TCP session without 3-way handshake 2022-08-25 11:27:05 193.40.250.237:50457 193.40.245.62:22 Tcp
) #9(1-312d) [snort] stream5: TCP Small Segment Threshold Exceeded 2022-08-25 11:27:06 146.59.87.96:36932 193.40.245.62:22 TCP
[  #10-(1-3125) [snort] streams: TCP session without 3-way handshake 2022-08-25 11:27:06 193.40.250.237:50457 193.40.245.62:22 el
[ #11-(1-3126) [snori] streamb: TCP session without 3-way handshake 2022-08-25 11:27:07 193.40.250.237:50457 193.40.245.62:22 TCP
[  #12(1-3127) [snort] streams: TCP session without 3-way handshake 2022-08-25 11:27:08 193.40.250.237:50457 193.40.245.62:22 TCp
[  #13:(1-3128) [snort] streamb: TCP session without 3-way handshake 2022-08-25 11:27:09 193.40.250.237:50457 193.40.245.62:22 TCP
[ #14-(1-3129) [snort] streams: TCP session without 3-way handshake 2022-08-25 11:27:10 193.40.250.237:50457 193.40.245.62:22 TCP
)  #15-(1-3130) [snort] ssh: Protocol mismatch 2022-08-25 11:27:10 193.40.250.237:50457 193.40.245.62:22 TCP
[  #16-(1-3131) [snort] streams: TCP session without 3-way handshake 2022-08-25 11:27:10 193.40.250.237:50457 193.40.245.62:22 TCP
[m] #17-(1-3132)  [snort] siream5: TCP session without 3-way handshake 2022-08-25 11:27:11 193.40.250.237:50457 193.40.245.62:22 TCP
] #18-(1-3133) [snort] streams: TCP session without 3-way handshake 2022-08-25 11:27:11 193.40.250.237:50457 193.40.245.62:22 TCP
[m] #19-(1-3134)  [snort] siream5: TCP session without 3-way handshake 2022-08-25 11:27:12 193.40.250.237:50457 193.40.245.62:22 TCP
[  #20-(1-3135) [snori] streams: TCP session without 3-way handshake 2022-08-25 11:27:13 193.40.250.237:50457 193.40.245.62:22 TCP
[m) #21-(1-3136)  [snort] sream5: TCP session without 3-way handshake 2022-08-25 11:27:14 193.40.250.237:50457 193.40.245.62.22 TCP
T} #22-(1-3137) [snort] streams: TCP session without 3-way handshake 2022-08-25 11:27:15 193.40.250.237:50457 193.40.245.62:22 TCP
[ #23-(1-3138) [snori] streamb: TCP session without 3-way handshake 2022-08-25 11:27:15 34.120.208.123:443 193.40.245.62:60718 TCP
[  #24-(1-3139) [snort] streams: TCP session without 3-way handshake 2022-08-25 11:27:15 34.120.208.123:443 193.40.245.62:60718 el
T #251-3140) [snort] stream5: TCP session without 3-way handshake 2022-08-25 11:27:16 34.120.208.123:443 193.40.245.62:60718 TCP
[]  #26-(1-3141) [snort] streams: TCP session without 3-way handshake 2022-08-25 11:27:16 34.120.208.123:443 193.40.245.62:60718 Tcp
[]  #27-(1-3142) [snort] streams: TCP session without 3-way handshake 2022-08-25 11:27:16 34.120.208.123:443 193.40.245.62:60718 TCP
O #28-(1-3143) [snort] streams: TCP session without 3-way handshake 2022-08-25 11:27:16 34.120.208.123:443 193.40.245.62:60718 Tcp
[]  #29-(1-3144) [snort] streams: TCP session without 3-way handshake 2022-08-25 11:27:16 34.120.208.123:443 193.40.245.62:60718 TCP
(] #30-(1-3145)  [snori] siream5: TCP session without 3-way handshake 2022-08-25 11:27:16 34.120.208.123:443 193.40.245.62:60718 TCP
[ #31-(1-3146) [snort] streams: TCP session without 3-way handshake 2022-08-25 11:27:16 34.120.208.123:443 193.40.245.62:60718 TCP
O #32-(1-3147)  [snori] siream5: TCP session without 3-way handshake 2022-08-25 11:27:16 34.120.208.123:443 193.40.245.62:60718 TCP
[ #33-(1-3148) [snori] sream5: TCP session without 3-way handshake 2022-08-25 11:27:16 34.120.208.123:443 193.40.245.62:60718 TCP
(m] #34-(1-3149)  [snori] siream5: TCP session without 3-way handshake 2022-08-25 11:27:16 34.120.208.123:443 193.40.245.62:60718 TCP
[ #35(1-3150) [snori] stream5: TCP session without 3-way handshake 2022-08-25 11:27:16 34.120.208.123:443 193.40.245.62:60718 TCP
[  #35-(1-3151) [snort] streams: TCP session without 3-way handshake 2022-08-25 11:27:16 34.120.208.123:443 193.40.245.62:60718 TCp
[]  #37-(1-3152) [snort] stream5: TCP session without 3-way handshake 2022-08-25 11:27:16 193.40.250.237:50457 193.40.245.62:22 TCP
[ #38-(1-3153) [snort] streams: TCP session without 3-way handshake 2022-08-25 11:27:16 193.40.250.237:50457 193.40.245.62:22 TCp
[]  #39-(1-3154) [snort] streamb: TCP session without 3-way handshake 2022-08-25 11:27:16 193.40.250.237:50457 193.40.245.62:22 TCP
1 #AN21ERY Tennrfl choamf: TOD caccinn withnit 2ursw handehabe 2022-08-25 11:27:16 193.40.250.237:50457 193.40.245.62:22 Tcp

ocalhost/base/base stat ipaddr.php?ip=193.40.250.237&netmask=32 2092.08-75 117716 193.40.250.237°50457 182 40,245 62'77 TCR

Figure 17. IDS/IPS alerts generated during test case 1.2, no alerts related to FTP protocol
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4.3.1.3.3 RITA

Prior to the attack, the RITA operator had already modeled the multimodal
transport ecosystem in order to get the business service (namely Taltech-
Teleoperation) overall risk and impact, as shown in Figure 18.

r e " o
noogs ©
FIREALE 23 Overall Risk A Resul
vera 1S ssessment Result L
AIA 184/300 ‘ 10 O
& e
-
b
s tribution Towards Overall Risk @ Vulner: ity Contribution Towards Overall Risk
xE
o —
° :
=
& :
T3 Risk & Ir
Navigate (0 Hisk
Business Service Threat cvE Confidentiality  Integrity Availability ClA Overall

ech
¥ Filters -
Select & Refine Seach i
h- eleO;
Q Risk Assessment Taltech Teleoperation &
Q. Tatech Teleoperation o Tattech Tel Applicat

Figure 18. Overall Risk and Impact

For that reason the risk assessor has decomposed the business service to
the list of composite assets as shown in Figure 19 and Figure 20.
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X Delete

&= Business Service | @ save |

Edit Business Service Taltech Teleoperation

k & Business Service Details\k 7% Composite Assets\k &5 Composite Asset Relationships\

& Basic Information
Set Business Service's Basic Information

Code

Taltech-Teleoperation

“Required Field

Name

’ Taltech Teleoperation

* Required Field

Description

Teleoperation supporting remote driving

Risk Appetite

‘TO

*Required Field
* Field Range [0-300]

© Security Objectives

Set Security Objectives
Confidentiality Integrity Availability
‘ v 3(Low) v 10 (Extreme) 1 ‘ v 10 (Extreme)

The Unauthorized Disclosure OFf Data Or information
Could Be Expected To Have A

1-4 Limited Adverse Effect On Organizational Operations,
Organizational Assets, Or Individuals

5-6 Serious Adverse Effect On Organizational Operations,
Organi; al Assets, Or Individuals

7-10 Severe Or Catastrophic Adverse Effect Cn
Organizational Operations, Organizational Assets, Or
Individuals

* Required Field

Accountability

Not Being Able To Ensure That The Actions Of An Entity
May Be Traced Uniquely To That Entity Could Be
Expected To Have A

1-4 Limited Adverse Effect On Organizational Operations,
Organi nal Assets, Or Individuals

5-6 Serious Adverse Effect On Organizational Operations,
Organizational Assets, Or Individuals

7-10 Severe Or Catastrophic Adverse Effect On
Organizational Operations, Organizational Assets, Or
Individuals

* Required Field

The Unauthorized Modification Or Destruction Of Data
Or Information Could Be Expected To Have A

1-4 Limited Adverse Effect
Organizational Assets, Or Individuals

5-6 Serious Adverse Effect On Organizational Operations,
Organizational Assets, Or Individuals
7-10 Severe Or Catastrophic Adverse Effect On
Organizational Operations, Organizational Assets, Or
Individuals

* Required Fieid

Non Repudiation

Not Being Able To Protect Against An Individual Falsely
Denying Having Performed A Particular Action Could Be
Expected To Have A

1-4 Limited Advet
Organizational Assets, Or Individuals

5-6 Serious Adverse Effect On Organizational Operations,

Organizational Assets, Or Individuals

7-10 Severe Or Catastrophic Adverse Effect On
Organizational Operations, Organizational Assets, Or
Individuals

* Required Fieid

) Organizational Operations,

fect On Organizational Operations,

The Disruption Of Access To Or Use OF Information Or An
Information System Could Be Expected To Have A

1-4 Limited Adverse Effect On Organizational Operations,

Organizational Assets, Or Individuals

5-6 Serious Adverse ct On Organizational Operations,
Organizational Assets, Or Individuals

7-10 Severe Or Catastrophic Adverse Effect On
Organizational Operations, Organizational Assets, Or
Individuals

* Required Field

Authenticity

Not Being Able To Be Prove That Data Or Information is
Cenuine And Can Verified And Trusted Could Be
Expected To Have A

1-4 Limited Adverse Effect On Organizational Operations,

Organizational Assets, Or Individuals
5-6 Serious Adverse
Organizational Assets, Or Individuals

7-10 Severe Or Catastrophic Adverse Effect On
Organizational Operations, Organizational Assets, Or
Individuals

* Required Field

Figure 19. Taltech TeleOperation Business Service (Basic Information)
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&= Business Service [ |

Edit Business Service Taltech Teleoperation —

k & Business Service De[ails\k 7T Composite Asse(s\k ss Composite Asset Re]atlonsmps\

% Composite Assets

Select Composite Assets Supporting The Business Service

Composite Asset

tionServer AV TeleOperation Server [ x |

Vehicle-Communications-01

AV communications com; E3

| | Q. Main-Control-PC Taltech self driving vehicle control PC E3

Figure 20. Taltech TeleOperation Business Service (Composite Assets)

Following that, the risk assessor decomposed each composite asset to its
basic assets, including the identified threats, their likelihood and any
applicable counter measures. TalTech AV TeleOperation Server Threats and
Countermeasures are shown in Figure 8.

During the Pilot Demo, as soon as the CSIRP operator has finished their
incident analysis, the identified threats and vulnerabilities (included in the
IRIS incident reports) were sent to RITA. As a result, the risk assessor had to
re-evaluate the security posture and impact of the business service by
reviewing and updating the threat probabilities and any available
countermeasures. This is depicted also in Figure 21.
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7Y Composite Asset | @swe || xoelete |
Edit Composite Asset AV TeleOperation Server
L 7t Composite Asset Detailﬂ = AssetsNL #5 Asset Relationships\

Y= Assets List

Select Basic Assets
Asset Selector Priority In Terms Of Economic Value

EE ‘ Q AV storage ” & Medium a ‘

IZHEl ‘ Q, AV-ControlPC Intel ” B Medium x| ‘
‘ Q, AV-ControlPC OS (Ubuntu) ” B Medium [ ] ‘
‘ Q, AV-ROS H B8 Medium [x] ‘

IZ‘ ‘ Q, AV-OnBoard-Database (PostegreSC H B Medium ] ‘

© Threats of AV-ControlPC OS (Ubuntu) ;= Asset

Navigate To Threats Of AV-ControlPC OS (Ubuntu) 7= Asset & @ Activate/Deactivate Threats.

Code Name Likelihood Active Counter Measures

TH-01 Malware Injection ‘ v 2-Rare (Happt | X Software Assets
Inventory

X Continuous
Vulnerability

Management

x application

whitelisting
TH-02 Denial of Service ‘v 3 - Periodic (Hz ||+ X Countermeasure
for DoS of Ubuntu

os

TH-09 Failure of System ‘ v 2-Rare (Happs¢ ||+
TH-N Software Exploitati ‘ v 3-Periodic (He || X Software
Exploitation /

Malicious Code

Injection

(=)
X application
whitelisting

wv 2-Rare (Happt ||+ x application
whitelisting

®
TH-21 Resource Exhausti ‘ v 3-Periodic (He || X Audit logs
TH-22 Isolation/Virtualiza ‘ v 2-Rare (Happs
TH-23 Management Intet ‘ v 2-Rare (Happ¢
« TH-24 Unauthorized Acce ‘ v 2-Rare (Happt
TH-25 Abuse of Authorise ‘ v 2-Rare (Happs¢
(o TH-27 Abuse of Authentic ‘ v 2-Rare (Happt
TH-28 Identity Theft ‘ v 2-Rare (Happe
TH-29 Social Engineering ‘ v 2-Rare (Happ¢

Figure 21. AV TeleOperation Server (AV Control PC OS-Ubuntu Threats and Likehoods)

(o TH-14 Device Modificatio

EEEE

@@@@@@@.
®
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Additional Figures demonstrating the RITA functionality for the TALLINN
Pilot are contained in Annex |l.

e For AV TeleOperation Server (AV-TeleOperationServer), this is shown
in Annex Il Figurel, Error! Reference source not found.2, Error!
Reference source not found.3, Error! Reference source not found.4,
and Error! Reference source not found.5, including the assets
relationships shown in Error! Reference source not found.c.

e For AV communications (Vehicle-Communications-01), this is shown
in Annex |l Error! Reference source not found.7, Error! Reference
source not found.8, Error! Reference source not found.9 and Error!
Reference source not found.10, including the assets relationships
shown in Error! Reference source not found.11.

e For Taltech self-driving vehicle control PC (Main-Control-PC), this is
shown in Annex |l Error! Reference source not found.2, Error!
Reference source not found.13, Error! Reference source not
found.14, Error! Reference source not found.15, Error! Reference
source not found.16, Error! Reference source not found.17 and Error!
Reference source not found.18, including the assets relationships
shown in Error! Reference source not found.19.

4.3.1.3.4 FIMCA

4.3.1.3.4.1Tangible assets

During the Tallinn demo, STAM demonstrated a first release of the FIMCA
component, related to the assessment of the financial impact on the
tangible assets. FIMCA aims to assess the economic losses associated with
the risk assessed by RITA, which instead estimates the risk using qualitative
scales. The details about the architecture, version, and deployment of the
CitySCAPE FIMCA (Intangible Assets) engine for the Tallinn pilot are shown
in chapter 4.3.1.3.4.2.

The user accessed the tool from RITA, after having successfully filled the data
related to business services, assets, threats and countermeasures and after
having performed a risk assessment of the organization (see chapter
4.3.1.3.3).

In FIMCA, the user found in the Homepage two configurations: the
“baseline” and the “secured”. The first configuration included the data that
have been set in RITA, in particular the countermeasures currently applied.
The second one included the countermeasures that the user aim to
implement in its organization. These two configurations are then compared
in the Cost Benefit Analysis to assess the sustainability of the “secured”
configuration that has been created.
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Summary

Most Important Services Composite assets ordered by risk
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Figure 22. FIMCA Homepage

To perform the CBA, the user inserts additional data on FIMCA regarding to
his organization. The data are related to company size, the number of
employees and the personnel costs (both internal and external). The
remaining information is related to the costs of the Composite Assets
(defined in RITA) and the financial weight of the investigated service on the
company turnover.

Edit Configuration %, Manage ~

Name

Risk Assessment (Taltech SmartCity Traffic Communication)

Company size Number of employees Company annual revenue Employee avarage cost Technician avarage cost
Medium company v 100 5000000 € 40 € 50 €
Description

Baseline configuration

[ Save and Exit

Figure 23. Input data (i)
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Services

Company annual revenue: 5000000 €

Name Economic weight on revenue in % Economic Value
Taltech-SmartCity-Traffic-Communication 25 % 1250000 €
Figure 24. Input data (ii)
Assets

Service Name Economic Value
Taltech-SmartCity-Traffic-Communication Vehicle-Communications-01 10000 €

Taltech-SmartCity-Traffic-Communication AV-RSUCommunication 10000 €

Figure 25. Input data (iii)

Once the required data is inserted, the user selects the countermeasures he
aims to apply to the organization. For demonstration reasons, the initial set
of countermeasures present in the “baseline” configuration was empty (no
countermeasure applied). The “secured” configuration is populated with
new cyber-security solutions (provided by the CIS Controls). FIMCA allows
the possibility to apply the measures globally (for the whole organization) or
for each single asset. During the demo, they have been globally applied to
the whole organization. In addition, FIMCA allows the user to modify the
costs and mitigation factors of the countermeasures to have more accurate
results in the financial impact estimation. However, during the test,
information on these costs and these mitigation factors were not modified
by the user because he did not have the means and knowledge to do it. The
table below shows the information related to the countermeasures selected
for the “secured” configuration.
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Table 5. Countermeasure’s data for “secured” configuration

source_id confidentiality integrity availability CAPEX OPEX Applied
1,2 40 60 50 500 Y
1,3 30 30 20 100 Y
2,3 30 30 15 300 100 Y
2,6 20 25 20 600 Y
2,7 25 0 0 830 Y
3,1 40 40 15 200 Y
3,4 20 25 20 200 Y
3,6 40 35 30 50 108 Y
3,9 30 25 20 100 Y
4,4 30 25 15 2150 300 Y
4,5 45 40 20 2150 300 Y
4,6 40 35 20 100 150 Y
4,9 45 40 30 100 Y
5,4 30 25 30 800 Y
6,2 40 40 30 250 Y
6,3 60 60 40 385 Y
6,7 25 25 15 460 Y
7,2 20 25 15 600 Y
7,3 25 20 25 600 Y
7,5 25 0 0 200 3500 Y
7,6 30 0 0 200 3500 Y
7,7 50 0 0 1000 Y
8,1 35 25 20 200 Y
8,5 50 50 50 200 Y
8,8 25 40 50 600 Y
9,1 25 20 20 100 Y
9,2 40 45 30 100 215 Y
9,3 45 40 35 200 Y
9,4 40 45 40 100 Y
9,5 40 40 40 100 100 Y
9,6 30 35 20 100 Y
9,7 30 35 25 260 Y
10,1 45 45 45 100 45 Y
10,2 40 40 40 50 Y
10,3 45 45 45 50 Y
10,4 35 35 35 100 Y
10,5 50 45 40 50 Y
10,6 40 40 40 50 Y
10,7 30 30 30 200 120 Y
11,2 0 40 30 50 Y
12,3 50 30 30 5000 200 Y
12,5 60 35 30 1300 100 Y
12,7 60 40 30 4400 Y
13,1 70 40 35 2400 Y
131 0 30 25 600 Y
13,11 60 55 55 2700 500 Y
15,5 10 10 10 100 Y
15,6 10 10 10 200 Y
15,7 40 30 30 200 Y
16,1 60 55 55 100 Y
16,3 40 40 40 100 Y
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source_id confidentiality integrity availability CAPEX OPEX Applied
16,5 30 30 30 200 Y
16,12 75 60 60 600 Y
16,13 50 50 50 1200 Y
16,14 50 50 50 1200 Y
17,1 0 30 30 200 Y
17,2 0 30 30 100 Y
18,2 60 60 60 200 Y
18,3 80 80 80 100 Y
18,4 85 80 80 200 Y
18,5 65 60 60 400 Y

D7.3 Pilot execution report in Tallinn 36



W

ELQ =
CitySCAPE

Through the ROSI index, the results of the cost-benefit analysis show the
guality of the changes made to the set of countermeasures. The ROSI takes
into account the financial impact of the original configuration (the
“baseline”), the “secured” one and the cost of the solutions adopted (the
countermeasures implemented in the “secured” one). If the ROSI is negative,
then the solutions are ineffective, because the balance is negative. On the
other hand, if the ROSI is positive, it means that the new configuration is
effective and has an overall reduction in the organisation's costs. The FIMCA
results also show an overview of the applied countermeasures, indicating
the number of controls of the different CIS control groups applied to the
different configurations.

Summary

Avurage Efflmency Chart ROSI (Return on Sustainability Investment)

The gJiphbeioN snows anc comparssithe dramds el Of, o « ALE is the annual monetary loss associated with a specific

implementation of CIS controls for each selected configuration. —1 /0 risk. Value = 000 €/year

* mMALE is the economic impact on the configuration created
to implement the selected new security measures. Value =
000 €/year

» Cost of Solution corresponds to the investment necessary
to implement the selected countermeasures. Value = 000
€/year

Report
Your organization presents medium weaknesses in the following CIS control groups:

@ Current Configuration @ Initital Configuration Please, take into account the implementation of appropriate security measures to

address these weaknesses.

Figure 26. Results of FIMCA - tangible assets

4.3.1.3.4.2 Intangible assets

The details about the architecture, version and deployment of the
CitySCAPE FIMCA (Intangible Assets) engine for the Tallinn pilot are
provided in this section.

Infrastructure - The architecture of the FIMCA engine is based on an
Angular user interface, consuming the REST API| endpoints of a Spring-Boot
service.

The exposed API are well documented using the OpenAPI standard and
secured via the shared authentication, thatauthentication, which is the
Single Sign-0On, thanks to the OpenID Connect and OAuth 2.0 protocols.
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Figure 27. FIMCA Integration Architecture

The authentication mechanism is therefore possible thanks to the adoption
of a mature and reliable Identity and Access Management (IAM) system
such as Keycloak. However, it can be easily replaced by any other |AM
supporting the OpenlID Connect standard.

Version - The version of the engine used for this demonstration is tagged as
1.0.0 and includes all the main features, as well as the required scripts to
Dockerize and deploy the tool on any system supporting the Docker engine.

Deployment - Thanks to the Docker images available for both the Angular
app and the Spring-Boot service, deploying the FIMCA engine for Intangible
Assets is just a matter of configuring a few environment variables and
running two docker-compose commands.

The deployment has been executed on an ENG server by using the provided
Docker-Compose file and instructions. As a result, the bare minimum to run
the FIMCA engine is to have a machine with Docker and Docker-Compose
installed.

Demonstration - At the Tallinn demonstration, ENG provided a detailed
overview of the FIMCA engine for intangible assets. Starting from the
security configurations, coming from the RITA and FIMCA for tangible assets
engines, and listed in the following picture, the goal is to evaluate the
economic impact in case of an intangible asset being compromised.
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CISO TalTech @

Risk Management ~

Select a Risk Management from the table below to perform the Cost-benefit analysis (CBA)

Name Created Revenue Actions

Risk Assessment
: Aug 24, 2022, 3:19:04

(Taltech SmartCity PM £5M =,
Traffic Communication)

Risk Assessment

(Taltech SmartCity Aug 24, 2022, 3:19:05 £5M —
Traffic Communication) PM i
(secured)

ltems per page: 5 - 1-20f2

Figure 28. FIMCA Security configuration

The user can therefore select one of the risk-assessment configurations from
the list and proceed with the impact evaluation step of a business service.

— CISO TalTech @

Risk Assessment (Taltech SmartCity Traffic Communication)
(secured)

Risk Management Service List ~

Select a Risk Service from the table below

Name Minimum Impact Mode Impact Maximum Impact
Taltech-SmartCity-
arechrosmarttlly” — e15om €1.62M €1.64M
Traffic-Communication
ltems per page: 5 - 1T-10f1

Figure 29. FIMCA impact evaluation

Each business-service can contain different composite assets and each one
can be analysed on its own for the impact evaluation.
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Impact Evaluation
Assessing the cost of intangible assets related to the composite assets (CA) of the Taltech-SmartCity-Traffic-
Communication service

Expand All Collapse All

CA: Vehicle-
Communications-01
CA: AV-
RSUCommunication

Intangible Asset list

O]

Intangible Asset list

O]

Figure 30. FIMCA list of composite assets

Once selected a composite asset, the engine lists all the connected
intangible assets that could be indirectly compromised. For each intangible
asset, the engine provides a suggestion of the possible impacts (minimum,
mode, maximum) in case of attack, based on the revenue of the
organization. The user can then customize the initial values as desired if he
has deeper knowledge about them. When the user has completed the
definition of the different impact values, at first, he can proceed to the
definition of the resulting PERT distribution and then he can execute the
Monte-Carlo simulation for the possible impacts.

CISO TalTech &

Impact Evaluation
Assessing the cost of intangible assets related to the composite assets (CA) of the Taltech-SmartCity-Traffic-Communication service

Expand All Collapse All

CA: Vehicle-Communications-01 Intangible Asset list ® -
CA: AV-RSUCommunication Intangible Asset list ® ~
Intangible Asset Minimum Impact Value Mode Impact Value Maximum Impact Value
Minimum Impact value * Mode Impact value * Maximum Impact value *
Data £ 432400 € 160000 £ 466000
Minimum Impact value * Mode Impact value * Maximum Impact value *
Reputation £ 235000 € 250000 € 253750
Minimum Impact value * Mode Impact value * Maximum Impact value *
Brand € 70500 € 75000 € 76125
Minimum Impact value * Mode Impact value * Maximum Impact value *
Organizational Capital € 117500 € 125000 23 126875

Figure 31. FIMCA suggestion of the possible impacts
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The results of the Monte-Carlo simulation are displayed both in tabular and

chart format.

CISO TalTech

Composite Asset: AV-RSUCommunication [> rosi
Monte Carlo Minimum Impact: €855.4 K | Mode Impact: €910 K | Maximum Impact: £923.65 K
simulations Alpha: 4.2 | Beta: 1.8

It is wrong to consider the historical cost of the asset because it does not allow the variation in value over the years to
be assessed and therefore corresponds to the actual value of the valued object. There is always variability due to
uncertainty and risk that generates more or less marked deviations from what was planned. Monte Carlo simulation

helps in the construction of this variability.

No. 1 2 3 4 5 6 7

Value 917200.23 802090.99 917843.44 904278.72 912893.58 906331.89 908662.15

3

Figure 32. FIMCA Mont-Carlo simulation results

Taking into account all the generated values for the possible impacts, the
engine calculates some representative statistics, useful for the next step of
the cost-benefit analysis, that are visible after clicking on the ROSI button
positioned on the top-right corner of the page.

Descriptive statistic

To analyze the data coming from the Monte Carlo Simulation we will use the Descriptive statistics, starting with the
collection of data from a representative sample, derives from these a whole range of information on the central

tendency and variability of the data.

Minimum Mean Maximum

€862,573.97 €903,213.99 €923,050.71

Figure 33. FIMCA calculated statistical values for CBA

At the beginning of the ROSI Analysis page, a brief description of the ROSI
formula and its parameters can be found, before moving to the actual

results.
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CISO TalTech

How to calculate ROSI ~

ROSI, or Return on Security Investment, is a modified Return on Investment (ROI) calculation, where the net benefit is
the annual cost of security breaches avoided as compared to the prevention cost incurred. The calculation of ROSI is
based on three variables: Annualized Loss Expectancy (ALE), Estimated Risk Mitigation and Cost of the Solution. If the
cost of the solution is easier to predict, provided all indirect costs are considered, the two other variables are

estimations that make ROSI more approximate. Here is how to calculate your return on security investments.

ROS I (%) ALE * Mitigation Ratio - Cost of Solution

Quantitative Risk
Assessment Formula Cost of Solution
The is the total annual monetary loss per year expected to result from a specific exposure factor if the

security investment is not made. To calculate ALE, we multiply the Single Loss Expectancy (SLE) by the Annualized

Rate of Occurrence (ARO).

The is the percentage of risks that the security investment would address.

The is the total cost of all selected countermeasures.

Figure 34. ROSI formula and its parameters

The ROSI analysis considers a single composite asset at each time and all its
interconnected intangible assets.

The cost of the countermeasures and their individual values of mitigation
ratios for confidentiality, integrity, availability are used to calculate the total
cost, the total mitigation ratios, as well as an average overall mitigation ratio.
These values are then used to calculate the three different values
(confidentiality, integrity, availability) of ROSI and an average ROSI that
considers all of them.
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CISO TalTech

Composite Asset: AV-RSUCommunication

ROSI Analysis -
In this section, we calculate the ROSI for the intangible assets listed below
Linked Intangible Assets

Below are the ROSI by Confidentiality, Integrity and Availability (CIA). The Overall is the average of the previous ones.

Confidentiality Integrity Availability Overall
RSU-HW-01 RSU-API-01 OBU-HW-01 OBU-API-01
Cost of
. - ) L Implementation
Countermeasure Capex Opex ggjution Confidentiality Integrity Availability
® Groups
Address Unauthorized
ress Hnautions €@ €1 € 40% 60%  50% @
Assets
Utilize an Active Discover
NzeanACve DISCOVeY  e¢14 e €5 30% 30%  20%
Tool
Add Unauthorized
ress Unauthorize €0 €85 €85  20% 25%  20%
Software
Utilize Automated Software 118 €0 205 5 0% 0% @@
Inventory Tools

Allowlist Authorized Scripts €42 €14 €245 30% 30% 15% 8 @

Figure 35. Three different values of ROSI (confidentiality, integrity, availability)

The evaluation of the FIMCA results found issues with its integration with
RITA and with the ingestion of intangible assets. The shortcomings have
been identified and will be remediated in September and October, to allow
the demos to be conducted again.

4.3.1.3.5 CTIP

CTIP was not active in this test-case. In the background, Graylog periodically
launches requests to the CTIP to gather relevant IOCs. Since the attacker in
the test-case 1was a new unknown actor, no data was available to enrich the
alert generated.
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4.3.1.3.6 CSIRP
CSIRP was displayed as a stand-alone application in this test-case, where an
analyst created a case to continue investigations.

Casepame  Cityscape - Tall

Figure 36. CSIRP analyst created

4.3.2 Test Case 2: Integrity of Multi-Modal Intelligent Road
Sign Infrastructure

4.3.2.1 Pilot scenario description

The defined scenario for the Tallinn Adaptive Traffic Control test-case is as
follows:

1. Acity bus/trolley and the autonomous vehicle shuttle travel through
the smart campus roadway of the TalTech Mektory.

2. The Autonomous vehicle shuttle reaches an intersection.

3. The Autonomous vehicle shuttle communicates with the smart city
traffic management road sign unit.

4. The traffic management node then receives communication from
the RSU and a traffic control decision is made. This is communicated
back to the RSU and then from the RSU to the AV Shuttle.

5. The TalTech Smart Campus Traffic Management monitors the traffic
environment, and the teleoperation operator monitors the safety of
passengers on the AV shuttle.

The assets involved in this scenario are listed below:

Manage Basic Asset Interfaces

d by / breakdown

Owned

by
Mobile Network TalTech 4G and 5G Via network (DSRC, UDP, TLS1.3) Communication
Network Router to anyone having a valid between Remote
(4G/5G/) subscription to the network Operations Center

(Access via 2F Authentication using  and AV Shuttle.
FIDO tokens and VPN).
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Adhoc Network Taltech - Via ITS messages to anyone part of Direct adhoc
vehicular the ITS-V2X network communication
network OBU (CohDA MK5) between vehicles and
RSU (CohDA MKXx) roadside units.
CAMS Messages (CohDA
proprietary protocol (MAP, SPAT,
etc.), ITS-G5 Application Compliant).
Autonomous Self-Driving Shuttle
Vehicle on- Hardware Taltech Physical Network interfaces (Ethernet, CAN, The vehicle computer.
board computing Serial)
Computer units, Operating OS (Ubuntu 16.01)
System, APIls, Applications (ROS, Autoware.Auto,
Application Skyhook)
Server, Software
components,
Local data
assets
(databases), Log
files,
configuration
data
Camera Hardware, Taltech Physical Unit, IP Connected to On-board Unit. The vehicle on-board
Sensors Firmware Log files, cameras.
configuration
data
Camera Data asset Taltech Physical Unit, Camera data is part of ROSbag The video files from
Data Log files, logging system. on-board camera.
configuration
data
GNSS Hardware, Taltech Physical Unit, IP connected GNSS sensor using The vehicle GNSS
Firmware Log files, Skyhook GPS application. system. Used for geo-
configuration location/ SLAM.
data
IMU Hardware, Taltech Physical Unit, CAN bus interface, integrated with Vehicle IMU for
Firmware Log files, GPS. capturing of
configuration measurement data of
data AV (acceleration,
orientation, heading).
Ultrasonic Hardware, Taltech Physical Unit, IP connected to on-board L2 Used for short-range
Sensors Firmware Log files, switch. object detection.
configuration
data
Lidar Hardware, Taltech Physical Unit, IP connected to on-board L2 LiDAR used for 3D
Firmware Log files, switch. point cloud mapping
configuration to build dynamic
data maps for SLAM.
Local Data asset Taltech configuration Application interfaces (APIs, REST, The vehicle complete
Dynamic data JSON etc)) database.
Map Web services
Database connectors
Communic Hardware, Taltech 4G and 5G Network interface (Ethernet, CAN) The modem ensuring
ation Firmware, Router V2X communication with
modem Software 4G M2 Nighthawk Router other vehicles and
5G Router infrastructure.
Switch Hardware, Taltech L2 Switch Ethernet (Cat 6, 5E) Switch connects on-
Firmware, L2 (VLAN segmentation) board unit and
Software sensors and router.
Manages access to
the network and
segments network in
VLANS).
AV Shuttle Middlewa Taltech - OS interfaces (Proprietary port ROS Melodic,
Operating re/Firmwa enabled, protected by access and Autoware 114
System re OS authentication mechanisms)
Self- Software Taltech Application interfaces (APIs, REST, Autoware.ai
driving JSON etc)) Application
applicatio Messaging protocols framework for self-
n Web services driving vehicles.
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Database connectors

Teleoperat Hardware, Teleoper Physical or Network interfaces (Ethernet, Wi-Fi, Control PC
ion Middlewa  ation virtual 4G, Bluetooth) communicating using
services re, Services computing OS interfaces (SSH, RDP, etc.) the teleoperation
Software, Provider  units, Operating Application interfaces (APIs, REST, software which is a
Data, System, etc.) module of the ROS.
Redundan Application Database connectors
cies Server, Web  File Transfer Services (e.g., SFTP)
services,
Databases and
DBMS, Log files,
configuration
data
Teleoperat Software Taltech API OS interfaces (SSH) — Access and Module implemented
ion Module Authentication using FIDO 2FA, in the ROS
TLSV13 and VPN implementation.
AV OBU Hardware, TalTech Hardware - CAMS (SPAT, MAP) On-board unit for
Firmware, Network ports, CohDA proprietary protocol communication with
Software Firmware/Route  (ITS-G5) CohDA MKx smart
r oS, web RSU.
application
AV Shuttle Applicatio Applicati  Application, Log Application interfaces — APIs to Uses the GNSS
Journey n, Log on files, Web services location data to
Planning files, interface  configuration GUI present a web
Web configurat s — APIs data, Keys interface to track the
Interface jon data, to AV shuttle .
Keys Web
services
GUI
Integrati
ons with
sensor/te
lematics
data
HSM Hardware, Taltech Network interface (Ethernet) Hardware security
Firmware, Physical access (USB, Serial) module for the
Software HSM interfaces (STM32) certificates of the
V2X/ITS PKI. HSMs are
contained in the
embedded STM
controllers in the
Autonomous Vehicle
and embedded loT
devices such as OBU,
RSU.
Actuators Hardware, Taltech Network interface (Ethernet, CAN) Actuators
Firmware,
Software
Smart City Campus Infrastructure
Smart RSU Hardware TalTech Hardware — CohDA proprietary protocol [lluminated road side
Firmware, Network ports, (ITS-G5) unit which contains
Software Firmware/Route the CohDA OBU.
r oS, web
application
Smart RSU Hardware TalTech Network- CohDA proprietary protocol Arduino relay device
Relay Arduino (ITS-G5) for traffic light.
Traffic Hardware, TalTech Hardware — Intelligent Traffic Management Traffic  management
Managem Software Network Ports, Software. node for
ent Server Physical Disk communication with
etc. RSUs.
Software -
Application, OS,
firmware
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Table 6. Assets involved in the scenario 2

4.3.2.2 Attack scenarios

The aim of Test-Case 2 (Adaptive Traffic Management) is to test the
CitySCAPE toolkit's ability to detect cyber-attacks that target the integrity of
the data and systems of the adaptive traffic management (V2X, OBU)
process. The integrity of the adaptive traffic management data and systems
is of utmost importance for ensuring safe navigation of multi-mmodal
transportation components and users that use the traffic system. In this
scenario, network traffic for V2Xand AV OBU communication is enabled and
the systems such as the AV OBU and V2X OBU are operational.

As in the previous test case, in order to perform test case 2 and try to attempt
to affect the integrity of the roadside infrastructure, the following attack
scenario steps were implemented:

1. Fingerprinting - Trying to identify targets and potential

vulnerabilities;

2. Getting in - Trying to exploit vulnerabilities to break in;

3. Modification of data sent by the vehicle to the control server.
To perform this scenario and after several preliminary tests, Oppida has
finally used the following tools in order to implement the attacks:

e Nmap,

o  Wfuzz,

e Web browser,

e Postgres command lines,
e Hydra/crunch,

e Existing exploits scripts.
Due to the demonstrator configuration, it has not been possible to directly
attack the roadside equipment. Attacks towards the ITS communication
have been performed through the elements accessible by the central server
and the vehicle network.
As in test case 1, this test case has also been divided into the same 2 sub test
cases. The first case (sub-testcase 2.1) consisted in identifying and attacking
targets from the internet (system elements with public IPs), which also
targeted the control server (see Figure 1). In fact, this server hosts the
postgresql database containing all the driving information sent by the
vehicle to the server.
The second sub-testcase (sub-testcase 2.2) focused on identifying and
targeting vulnerable vehicle sensors to modify their configuration or the
data they transmit to the control server. This scenario focused on targeting
the lidar administration web interface, as depicted in Figure 37.
More specifically for sub-testcase 2.1 a dedicated password list has been
generated to brute force (with hydra) the PostgreSQL interface accessible
from the internet to gain access to this data and then modifying it, while for
the sub-testcase 2.2, the web administration interface has been used via
web to modify the sensor configuration.
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Mot Identified by CitySCAPE netwark map and identified by the attacker's scans

Figure 37. Sub-test case 2.2 involved elements

4.3.2.3 Modules behaviour

4.3.2.3.1 SIEM

Graylog - Graylog receives alerts from the IDS/IPS component. In particular,

during the scanning activity, several messages concerning the ‘reset outside
window ' were received.

i/ Saley LS

3 C O & graylog® € ese ) e=at 1 y & ® =

graytog Search  Streams  Alerts  Dashboards  Enterprise  Wizard »  System~ @) ‘; ~ X 0 &
tmestamp  IF source

> P I
2022-08-25 12:52:24.000 +02:00 server-desktop

3 server-deskt snort[31371 129:15:2] Reset o e wind assificaty tentially Bad Traff Priorit TCP) 193.40.250.239:44452

1 r s p S | 2 2 putside wi w [Cl 1fication: P 1ally Ba affy lority: 2 2 2 2
> 193.40.245.62:5432 F s

+ 2022-08-25 12:51:39.000 +02:00 server-desktop
erver-desktop snort[31371]: [129:15:2] Reset outside window [Classification: Potentially Bad Traffic] [Priority: 2] (TCP) 193.40.250.239:44436

q 193.40.245. 62 : 5432

2022-08-25 12:51:39.000 +02:00

server-desktop

server-desktop snort[31371] 129:15:2] Reset outside window [Classification: Potentially Bad Traffic] [Priority: 2] {TCP) 193.40.250.239:4443¢
193.40.245.62:54

2022-08-25 12:51:19.000 +02:00

ktop snort[31371]: [129:15:2] Reset outside window [Classification: Potentially Bad Traffi Priority: 2] {TCP) 193.40.250.239:53990
93.40.245.62:5432

2022-08-25 12:51:19.000 +02:00

erver-desktop snort[31371

D.245 .62 :5432

Figure 38. Graylog receives dlerts from the IDS/IPS component

This alert was not enough to conclude that an attack was in progress.

4.3.2.3.2IDS/IPS engine
In this test case, the IDS/IPS engine was still running in online mode. The
new alerts identified during this attack were the following:
o Snort Alert [1:2010939:3] ET SCAN Suspicious inbound to PostgreSQL
port 5432 [Classification: Potentially Bad Traffic] [Priority: 2]

o Streamb5: Reset outside window [Classification: Potentially Bad Traffic]
[Priority: 2]
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In Figure 40, the summary of alerts generated during a specific time frame
is depicted (12:59 CEET): the last one summarizes the alerts related to the
PostgreSQL brute force.

In Figure 39, all the alerts have been generated during the whole sub-
testcase 2.1.

Displaying alerts 1-5 of 5 total

< Signature > < Classification > <Total #> Sensor# < Source Address > < Dest. Address > <First> <Last>
[snort] sream5: Reset outside window bad-unknown 6610(796) 1 2 2 2022-08-25 12:50:23 2022-08-25 12:50:59
D [snort] stream5: TCP Small Segment Thrashold Exceeded bad-unknown 3577(4%) 1 1 1 2022-08-25 12:50:23 2022-08-25 12:50:59
[snort] ssh: Protocol mismatch non-standard-protocol 80(0%) 1 1 1 2022-08-251250:13  2022-08-25 12:50:59
[snort] stream5: TCP session without 3-way handshake bad-unknown 1825(29%) 1 4 2 2022-08-25 12:50:00 2022-08-25 12:50:59
[snort] Snort Alert [1:2010939:3] bad-unknown 5(0%6) 1 1 1 2022-08-25 12:50:23 2022-08-25 12:50:23
‘ ACTION
{ action } Selected || ALL on Screen

Figure 39. IDS/IPS unique alerts generated during sub-testcase 2.1

Displaying alerts 1-27 of 27 total

0 D < Signature > < Timestamp > < Source Address > < Dest. Address > < Layer 4 Proto >
(] #0-(1-88843)  [snort] Snort Alert [1:2010939:3] 2022-08-25 12:50:10 118.193.31.186:46200 193.40.245.62:5432 Tep
(=] #1-(1-88839)  [snort] Snort Alert [1:2010939:3] 2022-08-25 12:59:09 118.193.31.186:46162 193.40.245.62:5432 TcP
() #2:(1-88838)  [snorf] Snort Alert [1:2010939:3] 2022-08-25 12:59:08 118.193.31.186:46130 193.40.245.62:5432 Tcp
[m] #3-(1-88832)  [snort] Snort Alert [1:2010939:3] 2022-08-25 12:59:04 118.193.31.186:45950 193.40.245.62:5432 Tcp
() #1-(1-88806)  [snorf] Snort Alert [1:2010939:3] 2022-08-25 12:58:42 118.193.31.186:54350 193.40.245.62:5432 Tcp
[u] #-(1-77712)  [snort] Snort Alert [1:2010939:3] 2022-08-25 12:51:46 193.40.250.239:44452 103.40.245.62:5432 Tcp
(| #6-(1-77369)  [snort] Snort Alert [1:2010939:3] 2022-08-25 12:51:39 193.40.250.239:44436 193.40.245.62:5432 Tep
[u] #7-(1-62180)  [snort] Snort Alert [1:2010939:3] 2022-08-25 12:50:23 193.40.250.239:54330 193.40.245.62:5432 Tcp
O #8-(1-62179)  [snort] Snort Alert [1:2010939:3] 2022-08-25 12:50:23 193.40.250.239:54246 193.40.245.62:5432 Tce
(&) #0-(1-62178)  [snort] Snort Alert [1:2010939:3] 2022-08-25 12:50:23 193.40.250.239:54250 193.40.245.62:5432 Tcp
(] #10-(1-62177)  [snort] Snort Alert [1:2010939:3] 2022-08-25 12:50:23 193.40.250.239:54326 193.40.245.62:5432 Tce
O [snort] Snort Alert [1:2010939:3] 2022-08-25 12:50:23 193.40.250.239:54252 193.40.245.62:5432 Tcp
[} [snort] Snort Alert [1:2010939:3] 2022-08-25 12:45:12 162.142.125.160:5189 193.40.245.62:5432 Tce
[} [snort] Snort Alert [1:2010939:3] 2022-08-25 12:45:11 162.142.125.8:43102 193.40.245.62:5432 Tcp
(| [snort] Snort Alert [1:2010939:3] 2022-08-25 12:45:11 162.142.125.8:35286 103.40.245.62:5432 Tep
[u] [snort] Snort Alert [1:2010939:3] 2022-08-25 12:45:11 162.142.125.8:42748 193.40.245.62:5432 Tcp
(| [snort] Snort Alert [1:2010939:3] 2022-08-25 12:45:10 162.142.125.136:24619 103.40.245.62:5432 Tep
O [snort] Snort Alert [1:2010939:3] 2022-08-25 12:38:27 193.40.250.239:58232 193.40.245.62:5432 Tcp
(| [snort] Snort Alert [1:2010939:3] 20220825 12:38:18 193.40.250.230:28285 193.40.245.62:5432 Tep
[u] [snort] Snort Alert [1:2010939:3] 2022-08-25 12:35:28 193.40.250.239:45492 193.40.245.62:5432 Tcp
O [snort] Snort Alert [1:2010939:3] 2022-08-25 12:35:28 193.40.250.239:45490 193.40.245.62:5432 Tce
(&) [snort] Snort Alert [1:2010939:3] 2022-08-25 12:35:28 193.40.250.239:45542 103.40.245.62:5432 Tcp
(] [snort] Snort Alert [1:2010939:3] 2022-08-25 12:35:28 193.40.250.239:45496 193.40.245.62:5432 Tce
[} #231-60338)  [snort] Snort Alert [1:2010939:3] 2022-08-25 12:35:28 193.40.250.239:45494 193.40.245.62:5432 Tcp
O #24-1-58055)  [snort] Snort Alert [1:2010939:3] 2022-08-25 12:10:30 212.70.149.10:58026 193.40.245.62:5432 Tce
0 #25-(1-5395)  [snort] Snort Alert [1:2010939:3] 2022-08-25 11:41:05 36.130.53.192:54051 193.40.245.62:5432 Tcp
(] #26-(1-5365) [snorf] Snort Alert [1:2010939:3] 2022-08-25 11:40:42 37.157.70.163:38404 103.40.245.62:5432 Tcp
ACTION
‘| {action} vl | Selected | ALL on Screen | Eniire Query \‘

Figure 40. All the IDS/IPS alerts related to PostgreSQL brute force generated during the sub-
testcase 2.1

Like sub-testcase 1.2, in sub-testcase 2.2 alerts related to the attack on the
sensors in the vehicle (previously described) have not been generated,
mostly the reason was that the IDS/IPS engine is deployed on the server
machine and was not receiving all the traffic in the subnetwork.

4.3.2.3.3RITA

Prior to the attack, the RITA operator had already modeled the multimodal
transport ecosystem in order to get the business service (namely Taltech-
SmartCity-Traffic-Communication) overall risk and impact, as shown in
Figure 41.
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Figure 41. AV Shuttle Network Communication Overall Risk and Impact

For that reason, the risk assessor has decomposed the business service to
the list of composite assets, as shown in Figure 42 and Figure 43.
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&= Business Service

Edit Business Service Taltech SmartCity Traffic Communication

B Save X Delete

k & Business Service Details\k 7t Composite Assets\k &5 Composite Asset Relationships\

&= Basic Information

Set Business Service's Basic Information

Code

Taltech-SmartCity-Traffic-Communication

* Required Field

Name

Taltech SmartCity Traffic Communication

* Required Field

Description

Adaptive traffic control

Risk Appetite

10

* Required Field
* Field Range [0-300]

© Security Objectives

Set Security Objectives
Confidentiality Integrity Availability
v 3(Low) v 9 (Very High) v 9 (Very High)

The Unauthorized Disclosure Of Data Or
Information Could Be Expected To Have A

1-4 Limited Adverse Effect On Organizational
Operations, Crganizational Assets, Cr Individuals
5-6 Serious Adverse Effect On Organizational
Operations, Organizational Assets, Or Individuals
7-10 Severe Or Catastrophic Adverse Effect On

Organizational Operations, Organizational Assets,

Or Individuals
* Required Field

Accountability

Not Being Able To Ensure That The Actions Of An
Entity May Be Traced Uniquely To That Entity
Could Be Expected To Have A

1-4 Limited Adverse Effect On Organizational
Operations, Organizational Assets, Or Individuals
5-6 Serious Adverse Effect On Organizational
Operations, Organizational Assets, Or Individuals
7-10 Severe Or Catastrophic Adverse Effect On

Organizational Operations, Organizational Assets,

Or Individuals
* Required Field

The Unauthorized Modification Or Destruction Of
Data Or information Could Be Expected To Have A
1-4 Limited Adverse Effect On Organizational
Operations, Organizational Assets, Or Individuals
5-6 Serious Adverse Effect On Organizational
Operations, Organizational Assets, Or Individuals
7-10 Severe Or Catastrophic Adverse Effect On
QOrganizational Operations, Organizational Assets,
Or Individuals

* Required Field

Non Repudiation

Not Being Able To Protect Against An Individual
Falisely Denying Having Performed A Particular
Action Could Be Expected To Have A

1-4 Limited Adverse Effect On Organizational
Operations, Organizational Assets, Or Individuals
5-6 Serious Adverse Effect On Organizational
Operations, Organizational Assets, Or Individuals
7-10 Severe Or Catastrophic Adverse Effect On
QOrganizational Operations, Organizational Assets,
Or Individuals

* Required Field

The Disruption Of Access To Or Use Of Information
Or An Information System Could Be Expected To
Have A

1-4 Limited Adverse Effect On Organizational
Operations, Organizational Assets, Or Individuals
5-6 Serious Adverse Effect On Organizational
Operations, Organizational Assets, Or Individuals
7-10 Severe Or Catastrophic Adverse Effect On
Organizational Operations, Organizational Assets,
Orindividuals

* Required Field

Authenticity

Not Being Able To Be Prove That Data Or
Information is Genuine And Can Verified And
Trusted Could Be Expected To Have A

1-4 Limited Adverse Effect On Organizational
Operations, Organizational Assets, Or Individuals
5-6 Serious Adverse Effect On Organizational
Operations, Organizational Assets, Or Individuals
7-10 Severe Or Catastrophic Adverse Effect On
Organizational Operations, Organizational Assets,
Or Individuals

* Required Field

Figure 42. AV Shuttle Network Communication Business Service (Basic Information)
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Figure 43. AV Shuttle Network Communication Business Service (Composite Assets)

Following that, the risk assessor decomposed each composite asset to its
basic assets, extracting the identified threats, their likelihood and any
applicable counter-measures.

During the Pilot Demonstration, as soon as the CSIRP operator finished their
incident analysis, the identified threats and vulnerabilities (included in the
IRIS incident reports) were sent to RITA. As a result, the risk assessor had to
re-evaluate the security posture and impact of the business service by
reviewing and updating the threat probabilities and any available
countermeasure.

Additional figures depicting the RITA functionality during the Pilot
Demonstration can be found in Annex Ill.

e For AV communications (Vehicle-Communications-01) this is shown
in Annex Il Figure 7, Figure 8, Figure 9 and Figure 10, including the
assets relationships shown in Figure 11.

e For AV RSU and OBU Communications, this is shown in Annex Il
Error! Reference source not found., Error! Reference source not
found., Error! Reference source not found., Error! Reference source
not found. and Error! Reference source not found., including the
assets relationships shown in Error! Reference source not found..
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4.3.2.3.4XSOAR

XSOAR was not active in this test-case.

4.3.2.3.5CTIP

CTIP was not active in this test-case. In the background, Graylog periodically
launches requests to the CTIP to gather relevant IOCs. Since the attacker in
the use-case 1 was a new, unknown actor, no data was available to enrich
the alert generated.

4.3.2.3.6CSIRP
CSIRP was not active in this test-case.

4.3.2.4 Future activities

Tallinn Pilot permitted identifying that more data was needed inside the
SIEM to perform effective detection.

In the following month, log collection from shuttle internal server into
Graylog will be implemented, and specific parsers and detection rules will
be added to ensure those logs will be correctly exploited. A playbook to
handle this incident will also be implemented into the SOAR.

4.3.3Test Case 3: Fraudulent manipulation of the
Payment Validation System

4.3.3.1 Test-case scope

In this scenario, a passenger wants to validate her ticket/card for the
transportation journey. The passenger will be on-board the means of
transportation. The passenger has multiple methods for ticket validation for
her user journey:
o The passenger taps their Tallinn Transport smart card on the
Validator.

The desired behaviour of the system is as below:

o The payment validator service/app checks the passenger data
against a database. If the smart card, ticket, or credit card are
fraudulent/expired/not valid, the validation will be rejected. If the
validation is genuine, then a sound from the validator will
acknowledge the successful validation.

The following table describes the assets involved in the scenario and the
scope of each of them:

Basic Asset Interfaces
breakdown

Payment Hardware TalTech Physical Network interfaces (Ethernet, System that manages
service , virtual Wifi, 4G, Bluetooth) ticketing service, holds
system Middlewa computing OS interfaces (SSH, Telnet, the information on the
re, units, Operating RDP, etc.) active subscriptions,
Software, System, Docker allows new registrations
Data, Application Flask Web Server and manages payments.
Redunda Server, Web Application interfaces (APls,
ncies services, REST, etc))
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Databases and Database connectors
DBMS, Log files, File Transfer Services (e.g.,
configuration SFTP)
data NFC interface/RFID interface
Payment Validation System
HMI Hardware TalTech Hardware Network interfaces - RFID, Selling/Ticket Validator.
Machine , (network Ethernet, NFC, QR Code, Credit
Validator Middlewa interfaces, Card, User Interface
re, sensors, credit
Software card, micro-
computer,
touch display),
Firmware, OS,
Log and
configuration
files
Gateway Hardware TalTech Physical Standard computer hw Gateway between
, computing interfaces ticketing system and the
Middlewa units, Operating Network interfaces (Ethernet) acquiring bank.
re, System, APIs, OS interfaces (SSH, Telnet,
Software Application RDP, etc.)
Server, Software  Application interfaces (APIs,
components, REST, JSON etc.)
Local data Web services
assets Database connectors
(databases), Log Interfaces for ISO8583
files, (financial transactions)
configuration
data
Communi Hardware TalTech Modem, CAN bus, 3G/4G Used for communication
cation , Firmware, Log of the Payment services
Module Middlewa and with internal network and

re

configuration
files

external network.

Table 7. Assets involved in the scenario 3

4.3.3.2 Attack scenarios

The aim of this Test-Case is to test the ability of the CitySCAPE toolkit to
detect fraud attacks on the ticket validation system. The integrity of the

ticket validation system

is of paramount importance for

enabling

authentication of users and tickets on public transport journeys. This Test-
Case focuses on a cyber-attack which consists of a fraudulent user, who has
cloned a transportation card to obtain free transport journeys.

The attack was carried out as follows:

1. Ticket validator has a hidden configuration window for connections it
makes, that can be found by clicking on the screen. Validator is also not

locked in kiosk mode.

2. Knowing IP scan website through the dirb scanner, as follows.
dirb http://193.40.245.62/validator

---- Scanning URL: http://193.40.245.62/validator/ ----

+ http//193.40.245.62/validator/add (CODE:405|SIZE:178)
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+ http://193.40.245.62/validator/delete (CODE:401|SIZE:19)

+ http://193.40.245.62/validator/logs (CODE:401|SIZE:19)

+ http://193.40.245.62/validator/manage (CODE:401|SIZE:19)
+ http://193.40.245.62/validator/sync (CODE:200|SIZE:63)

3. Finding validator/sync/ endpoint, which would provide to the attacker
valid UID-s.

4. Cloning the card with the UID found in the database, example:
DEADBEEF, using mifare card tool on android and magic mifare 1k card.

5. Getting successful validation on the bus using the cloned card.

Other possible attacks include brute force incremental and random
sampling.

4.3.3.2.1 Outcome of the vulnerable PoC study
The attack shown during the Pilot could have been detected at the following
stages:
o When the attacker scan the server for accessible folders using
dirbuster;
o When the attacker accesses the confidential endpoint /sync
containing the cards’ UIDs.

Those two detections possibilities can only be carried on if the access logs
generated by the apache server are sent to Graylog SIEM for analysis, which
was not available in the time required for analysis and customisation. The
fraudulent manipulation of the payment validation system cannot be
detected, since the fraudulent card generated is a perfect clone of the
original one; thus, to the system, it appears legitimate. The detection
solution presented above can only detect the fact that the information
necessary to fraud has been stolen, but not that it has been exploited.

4.3.3.2.2Future activities

Tallinn Pilot permitted to identify that more data was needed inside the
SIEM to perform effective detection. In the following month, log collection
from the apache server into Graylog will be implemented, and specific
parsers and detection rules will be added to ensure those logs will be
correctly exploited. A playbook to handle this incident will also be
implemented into the SOAR. Nonetheless, as stated previously, the solution
will detect that information necessary to fraud has been stolen, but not that
it has been exploited.

4.3.4Test Case 4: Integrity of GNSS System

4.3.4.1 Test-case scope
This Test-Case has a similar scope with Test-Case 1, i.e. the AV Shuttle
provides last-mile transportation for Tallinn Passengers. The difference is in

the target system, which, for this Test-Case, focuses on the Global
Positioning System (GPS) which localises the transportation mode.
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In this scenario, the passenger is able to move from the city transportation
mode to the last-mile services (AV Shuttle) seamlessly. The passenger
interactions to achieve this are presented below.
1. Passenger departs from the city-transport mode and reaches the AV
Shuttle.

2. The AV Shuttle carries the passenger to the end destination.

The following table describes the assets involved in the scenario and the
scope of each of them.

Basic Asset

breakdown

Interfaces

Mobile Network TalTech 4G and 5G Via network (DSRC, UDP, TLS1.3) Communication
Network Router to anyone having a valid between Remote
(4G/5G/) subscription to the network Operations Center and
(Access via 2F Authentication AV Shuttle.
using FIDO tokens and VPN)
Adhoc Network Taltech - Via ITS messages to anyone part Direct adhoc
vehicular of the ITS-V2X network communication
network OBU (CohDA MK5) between vehicles and
RSU (CohDA MKX) roadside units.
CAMS Messages (CohDA
proprietary protocol (MAP, SPAT
etc.), ITS-G5 Application
Compliant)
Autonomous Self-Driving Shuttle
Vehicle on- Hardware Taltech Physical Network interfaces (Ethernet, The vehicle computer.
board computing CAN, Serial)
Computer units, Operating OS (Ubuntu 16.01)
System, APIs, Middleware (ROS Kinetic Kame)
Application Applications (Autoware.Auto,
Server, Software  Skyhook)
components,
Local data
assets
(databases), Log
files,
configuration
data
Camera Hardware, Taltech Physical Unit, IP Connected to On-board Unit. The vehicle on-board
Sensors Firmware Log files, cameras.
configuration
data
Camera Data asset Taltech Physical Unit, Camera data is stored in the The video files from on-
Data Log files, ROSBag logging system. board camera.
configuration
data
GNSS Hardware, Taltech Physical Unit, IP connected GNSS sensor using  The vehicle GNSS
Firmware Log files, Skyhook GPS application. system. Used for geo-
configuration location/ SLAM.
data
IMU Hardware, Taltech Physical Unit, CAN bus interface, integrated Vehicle IMU for
Firmware Log files, with GPS capturing of
configuration measurement data of AV
data (acceleration,
orientation, heading).
Ultrasonic Hardware, Taltech Physical Unit, IP connected to on-board L2 Used for short-range
Sensors Firmware Log files, switch. object detection.
configuration
data
Lidar Hardware, Taltech Physical Unit, IP connected to on-board L2 LiDAR used for 3D point
Firmware Log files, switch. cloud mapping to build
dynamic maps for SLAM.
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configuration
data
Local Data asset Taltech configuration Application interfaces (APlIs, The vehicle complete
Dynamic data REST, JSON etc.) database.
Map Web services
Database connectors
Communic Hardware, Taltech 4G and 5G Network interface (Ethernet, The modem ensuring
ation Firmmware, Router CAN) communication with
modem Software V2X other vehicles and
4G M2 Nighthawk Router infrastructure.
5G Router
Switch Hardware, Taltech L2 Switch Ethernet (Cat 6, 5E) Switch  connects on-
Firmware, L2 (VLAN segmentation) board unit and sensors
Software and router. Manages
access to the network
and segments network
in VLANS).
AV Shuttle Middlewa Taltech - OS interfaces (Proprietary port ROS Melodic, Autoware
Operating re/Firmwa enabled, protected by accessand 114
System re OS authentication mechanisms)
Self- Software Taltech Application interfaces (APls, Autoware.ai
driving REST, JSON etc.) Application  framework
applicatio Messaging protocols for self-driving vehicles.
n Web services
Database connectors
Teleoperat Hardware, Teleoper Physical or Network interfaces (Ethernet, Control pPC
ion Middlewa ation virtual Wi-Fi, 4G, Bluetooth) communicating  using
services re, Services computing OS interfaces (SSH, RDP, etc.) the teleoperation
Software, Provider units, Operating Application interfaces (APls, software which is a
Data, System, REST, etc.) module of the ROS.
Redundan Application Database connectors
cies Server, Web File Transfer Services (e.g., SFTP)
services,
Databases and
DBMS, Log files,
configuration
data
Teleoperat Software Taltech API OS interfaces (SSH) — Access and Module implemented in
ion Module Authentication using FIDO 2FA, the ROS
TLSV1.3 and VPN implementation.
Actuators Hardware, Taltech Network interface (Ethernet, Actuators
Firmmware, CAN)
Software

Table 8. Assets involved in the scenario 4

4.3.4.2 Attack scenarios

The aim of this Test-Case is to test the ability of the CitySCAPE toolkit to
detect cyber-attacks, which impact the integrity of the GNSS used in the
transportation system. Integrity of GNSS is crucial for accurate positioning.
The scope of the attack is limited to the GNSS telemetry data received by
the AV Shuttle system.

Following the same process as for Test Cases 1 and 2. The attacker performs

the following steps:

- Fingerprinting - Trying to identify targets and potential vulnerabilities
- Getting in - Trying to exploit vulnerabilities to break in;
- Modification of data provided by GNSS.
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The same tools as for test case 2 were used:
e Nmap
e Web browser
e Postgres command lines,
e Hydra/crunch

Here again, the implied elements were the control server (see Figure 1) as
depicted in Figure 44 for test case 4.1 and the GNSS unit located in the
vehicle, as depicted in Figure 44. In the first case, the final target was to
modify the server PostgreSQL to change the stored GNSS data and in the
second case to modify the GNSS service configuration itself to affect the
GNSS behaviour.

Autnomous Shuttle
network

» 192.168.1.XXX
v2Y ‘ f 5G Module CAN e
yany 192.166.8.1 192.168.200.10 -168.1.
4 l 192.168.1.150
AR, 3e2368.1.199
s 2ap)

TPO63AZ00

192.168.8.1

192.168.1.201

192.168.1.202

192.168.10.
XXX
192.168.10.1

192.168.10.2 102.168.2 XXX

192.168.2.1

192.168.2.3
10.8.0.XXX
192.168.2.4
10.8.0.1

VPN 192.168.2.5

Figure 44. Test case 4.2 involved elements

4.3.4.3 Outcomes

Since this attack involves more complex interactions inside the vehicle data
ecosystem than others (the attack was a manipulation of data and did not
involve malicious network packet injection or other visible markers),
additional time was required to understand which CitySCAPE tools could
detect the attack, how and when in the attack kill chain. The attack was
workshopped at the TALLINN Pilot and it was conclusion is that the SIEM
platform offered the most appropriate tool to detect this attack. The attack
couldn’t be conducted during the 24th and 25th as additional time is
needed to tune and train the SIEM for this attack.

4.3.4.4 Future activities

During the operational data collection (beginning of July) it was found that
the shuttle server log generation was not compatible with Graylog log
collection interface. Therefore, the data analysis by the SIEM operators could
not be conducted in time for the TALLINN Pilot on the 24th and 25th of
August. Further developments are needed to create a compatible interface
and ensure data necessary for detection is available to the SIEM. This is being
progressed in September.
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4.3.5 Test Case 5: Transport Data Integration with Mobile
Application (SIGLA Move)

4.3.5.1 Test-case scope

As described in the work proposed initially within the DoA, the project would
also consider cyber-security aspects related to mobile technology-based
services for passengers using multimodal transportations systems.

In particular, the project wants to address matters of relevance related to
the management of the citizens' access to a broad set of city-level
multimodal transport organizations services. On one side, the secure access
management for citizens to all types of vehicles (thanks to mobile based
services) is considered, as well as the assurance and protection of citizens
and services against specific cyber-attacks in the multimodal transport
domain, addressing interconnected threats and propagated vulnerabilities.
The project planned to consider smartphones as the nowadays prominent
way to access the multiple means (and the services to use them). As
described in deliverable D3.3, the solution implemented integrates in a
brand-new development (CitySCAPE Mobile Security Toolkit — also referred
as “Mob-Sec”), a commercial product (Kaspersky KMS) to safeguard the
passenger’s access and data to multimodal transport services.

This Mob-Sec has been integrated into SIGLAMoving, a mobile based
solution for the provision of Infomobility services related to multimodal
transport systems, that the colleagues from SIGLA designed and developed
for CitySCAPE.

This let the consortium to enrich the Tallinn pilot activities (and the project)
with  activities related to mobile security investigations and
experimentation.

Having as objective to validate Mob-Sec - through SIGLAMoving - the
efficiency in detecting vulnerabilities and attacks against mobile-based
technological solutions and services, four attack scenarios (described within
the next section) has been designed, implemented and executed during the
Tallinn pilot activities.

As described in CitySCAPE deliverables (e.g., D7.1 “Pilot scenarios, validation
plan, and Pre-piloting preparation”), a number of elements are necessary to
be available to perform the piloting activities. It needs to consider that the
pilot activity - focusing on SIGLAMoving and, consequently, on CitySCAPE
Mob-Sec - adopts Kaspersky Mobile Security SDK by KSP on mobile
application and integrates with SIEM by ACS and RITA by ED and UPRC.

The elements are reported in the following table.

Manag Basic Asset Interfaces
ed by / Breakdown

Mobile Hardwa | Tallinn A mobile | - Hosting

device re device where installation of
SIGLAMoving mobile apps
(and
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consequently
the
CitySCAPE
Mobile
Security
Toolkit) can
be installed
Mobile Networ | Tallinn The  Mobile | Via SIM card | Supporting
Network k device should | and WiFi communicat
(4G/5G) have access / ion features
is endowed of
a mobile
network
access
SIGLAMovi | Softwar | SIGLA The  mobile | Via Detecting
ng Mobile | e app dedicated threat and
App delivering registration | vulnerabilitie
both info- | to “beta | s on mobile
mobility tester” services (as
services and | channel on | infomobility
CitySCAPE PlayStore ones)
Mobile
Security
Toolkit cyber-
security
features
SIGLAMovi | Softwar | SIGLA The back-end | Via HTTP | Provides
ng back- | e API| of | Restful services on
end API SIGLAMoving | based API | infomobility
solution and json to access
local
transports
CitySCAPE | Softwar | SIGLA & | The back-end | Via HTTP | Collects
Mobile e KSP API element | Restful cyber-
Security of the | based API | security
Toolkit API CitySCAPE and json information
Mobile from mobile
Security and forwards
Toolkit them to SIEM
and RITA
SIEM Softwar | ACS The SIEM of|-Via HTTP | Supports
e the Restful analysis and
CitySCAPE based API | monitoring
toolkit (see | andjson activities of
D3.3) - User LTP  cyber-
Interface security
dedicated | managemen
dashboard | t team
5
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RITA Softwar | ED Element of|-Via HTTP | Supports
e CitySCAPE Restful analysis and
toolkit called | based API| monitoring
RITA (see | andjson activities  of
D3.3) - User LTP  cyber-

Interface security

dashboard | t team
s

dedicated | managemen

Table 9. Elements of Transport Data Integration with SIGLA App

Besides these elements, Android mobile phone accounts are also needed to
be registered for installation of SIGLAMoving solution from the Android
PlayStore “alpha channel”.

They were communicated via email to SIGLA contact persons to be enrolled
into the “alpha channel” programme.

The piloting activity lasted for 5 days, repeating the same tests for two
people each day.

The attack scenarios were designed considering the guideline of test cases
stories described in deliverable D3.3 “CitySCAPE architecture: modules and
interfaces” for the Mob-Sec validation execution, whose relationship with
the technical test procedures have been already described in WP7 pilot's
documentation (D7.1).

User | Anna [U1] acitizen of a European city (e.g., Genova or Tallinn), needs
story | to go visit Elena, a friend of hers, staying in the surroundings of the
A city she lives in. In line with her will to embrace a sustainable
lifestyle, Anna wants to use the services provided by the Public
Transport System to reach Elena. This implies using a set of
multimodal transport services, namely: a bus, a metro, another bus
and an urban (small) train. She has already done this trip numerous
times and since she already knows what lines and transport
services to use, she starts planning her travel. For this reason, she
collects information via the transport company's mobile
application. The application is linked with the Mob-Sec features.
Hence, when she opens the transport company's mobile
application, a full antivirus check is performed, and a couple of
threats are identified and registered locally in the form of logs
transparently to Anna's usage of the mobile application. Those
collected data are sent to the Mob-Sec back-end, SIEM and RITA in
near real time.

User | Anna [U1] acitizen of a European city (e.g., Genova or Tallinn), needs
story | to go visit Elena, a friend of her, staying in the surroundings of the
B city she lives in. In line with her will to embrace a sustainable
lifestyle, Anna wants to use the services provided by the Public
Transport System to reach Elena. However, Anna lives close to 2 bus
stops, both at walking distance: one closer, one further.
Consequently, she needs to check where the closest bus stop is
and when the first bus arrives. For this reason, she checks for
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relevant information via the transport company's mobile
application. The application is linked with the Mob-Sec features.
Hence, when she accesses the transport company's mobile
application to query for bus stops and arrival times, Mob-Sec
verifies whether the APl URLs used by the transport company
mobile application are safe. Any identified security issues, such as
threats and vulnerabilities, are registered locally and sent to the
Mob-Sec backend, SIEM and RITA in near real time. The transport
company mobile application indicates to Anna that bus line 3 is
coming in 12 minutes, so she walks to the further bus stop to do a
bit of exercise.

User | Anna [U1] acitizen of a European city (e.g., Genova or Tallinn), needs
story | to go visit Elena, a friend of her, staying in the surroundings of the
C city she lives in. In line with her will to embrace a sustainable
lifestyle, Anna wants to use the services provided by the Public
Transport System to reach Elena. After checking for the closest bus
stop and arrival times, via the transport company mobile
application, she selects the bus stop of preference. When she
arrives at the bus stop, she checks on the transport company
mobile application that the bus is arriving in 1 minute. She makes
use of the transport company mobile application to buy her a
ticket. Since the application is linked with the Mob-Sec features,
Mob-Sec verifies whether the APl URLs used for the payment
service are secure. Any identified security issues, such as threats
and vulnerabilities are registered locally and sent to the Mob-Sec
back-end, SIEM and RITA in near real time.

User | Anna [U1] acitizen of a European city (e.g., Genova or Tallinn), needs
story | to go visit Elena, a friend of her, staying in the surroundings of the
D city shelivesin. Inline with her will to embrace sustainable lifestyle,
Anna uses the services provided by the Public Transport System to
reach Elena. Using the transport company mobile application, she
selects bus line 3 towards the metro station ‘A’. While sat on the
bus, she uses her mobile phone and from time to time she checks
line 3 stops to understand exactly where to disempark. When she
reaches the Metro ‘A’ station bus stop, she checks on the transport
company mobile application the arrival time of the next metro: it
arrives in 5 minutes. Since the application is linked with the Mob-
Sec features, Mob-Sec verifies that the APl URLs used for accessing
the arrival times are safe. However, to obtain arrival time
information the mobile phone connects to a local Wi-Fi. Since the
application is linked with the Mob-Sec features, Mob-Sec verifies
whether the connection is secure and unfortunately it is not. Mob-
Sec registers locally all identified security issues, such as threats
and vulnerabilities and sends them to the Mob-Sec back-end, SIEM
and RITA in near real time. Later, Anna reaches the train station
after having travelled a few minutes on metro and then on bus 22.
Her phone connects to a local Wi-Fi, provided by a bar where she
sat to have a coffee while waiting for her train. Mob-Sec verifies
whether the connection is secure and unfortunately it is not. Mob-
Sec registers locally all identified security issues, such as threats
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and vulnerabilities and sends them to the Mob-Sec backend, SIE
and RITA in near real time

User | Fabio [U2] a registered CitySCAPE security officer (SOC) working at
story | the Local Transport Company, is using the CitySCAPE toolkit to
E receive and manage all information produced by Mob-Sec and the
rest of CitySCAPE components. Any identified security issues,
including threats and vulnerabilities that are sent to the Mob-Sec
backend is visualised through the SIEM user interface, allowing
Fabio to implement policies to face those vulnerabilities identified.
Furthermore, once per day the Mob-Sec backend sends the
identified security issues to RITA, allowing Fabio to calculate what
is the risk and impact to the transport services as a result of the
identified security issues, allowing him to plan and implement
appropriate countermeasures

The execution of scenarios was performed with two different smartphones,
one per person: one rooted and one not. This is hot compulsory, but it was
necessary to test “root detection” security feature.

Data produced by Mobile Security Toolkit through SIGLA Moving are
regularly sent to SIEM and RITA. In case, connection issue happens between

The strategy we propose for deploying the SIGLAMoving app consists of:

- Relying on Tallinn Open API for retrieving infomobility data to deliver:
v" Routes (bus/metro/etc. lines)
v" Timetables
¥" Real Time transits

Open APl /
Infomobility

data Exploiting Genova CPaaS$ infrastructure for back-ends of SIGLAMoving
] and Mobile Security toolkit (included in SIGLAMoving) to send security

logs to SIEM and RITA

Genova
)
|

B Cloned systems
B Emulatedsystems
— Internal link

— External link

| oo — — Private network
S — =— Public network

SIGLAMoving
\ / KSP Mobile
! ! SDK - API
I

Figure 45. Mob-Sec CitySCAPE deployment architecture

Mobile Security Toolkit and SIEM/RITA, the server elements of Mobile
Security Toolkit logs locally the sent data (to avoid permanent data loss).

As described in the previous figure, the deployment of Mob-Sec solution and
its integration into Tallin CPaaS involved a mobile application (i.e,
SIGLAMoving integrating KMS and Mob-Sec front-end modules), server-side
APl elements - hosted on Amazon AWS for both pilot sites by AMT and
managed by SIGLA (i.e., the Mob-Sec backend), SIEM and RITA.

Within this infrastructure, the vulnerabilities and attacks detected by KSP
KMS are logged by Mob-Sec front-end module. This latter sends them
(tagged meaningfully according to the detected attack category) to Mob-
Sec back-end module that forwards them to SIEM and RITA.

4.3.5.2 Attack scenarios
This section describes the attack scenarios referring to the 4 user stories
associated to Mob-Sec validation (see previous chapter user stories).
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The considered individual attacks and vulnerabilities and the association to
each of these four scenarios are described in detail within deliverable D7.1
“Pilot scenarios, validation plan, and Pre-piloting preparation” at section
3.4.6 Test procedures, 3.4.7 Test Cases description and 3.4.8 CitySCAPE User
stories.

To support the performance of attack tests and validation, a test
configuration manual dedicated to pilot partners was prepared by SIGLA.
This action was meant to describe in detail how to produce each attack and

vulnerability conditions independently.

4.3.5.2.1 Scenario A

[A]: The first scenery is very easy to be replicated. In fact, Anna has to open
the SiglaMoving App, the backend will work in background, and will detect
smartphone’s vulnerabilities. At the end of the detection process, the main
page of the app will display (see Figure 46).

Tue, 26 July

Tallinna,
Reaalkool

.IIIIIIIIIIIIIIIIIII.

ol Italy v

File Manager Google

<
-

|
AN EEEEEEEEEEEEEEDR

[Genova

1

Settings =" SIGLAMoving

«®= @0

Figure 46. SiglaMoving App

<

[Provider

4.3.5.2.2 Scenario B

[B]: To replicate this scenario, first we have to select a provider in the
SiglaMoving main page, in that way we unlock the “Select” button. Once we
are inside the App, we can click on the routes section.
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Figure 47. Selected provider

On the page that will be loaded, all the data on the available routes of the
public transport provider (in that case we use the route 3 for example) can
be found, then we need to move from the timetable to the maps tab.

Routes 21

C‘Search here...

starting point

Balti jaam 6

to
7 SELI- SOJAMAE Landi

8 VIRU KESKUS - AIGRUMAE s 1021 1101 1123 1203 12:23
13:03 1323 1403 14223 1503
O (GRS Vo 1523 1604 16:24  17:06  17:26
18:08  18:30 19:25 20:10  20:33
10 VAIKE-OISMAE - VANA-PAASKULA v
20:55  21:17  21:38 2201 22:23

. - 22:45  23:.08  23:30
10(28-31.08) VAIKE-OISMAE - LAANIKU v

11 KADAKA - KIVISILLA v
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14 VIRU KESKUS - VANA-PAASKULA v

Figure 48. Routes and timetables

D7.3 Pilot execution report in Tallinn 65



6RO
CitySCAPE

From here we can see all the bus stops along the 3 bus route. By enlarging
the section of the map, we can see more specifically which bus stop is closer

or farther away and decide accordingly which one to reach.
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Figuré749. Bus line and stops

4.3.5.2.3Scenario C

[C]: For this scenario we need, to open SiglaMoving app, and this time, in the
main page, we have first to check the arrivals time of the bus, in the “Transits”
section .
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Figure 50. Selected bus lines

Clicking on transits, the bus stops information will display, and opening one
of this, we are able to see the Bus Line number, and the time we must wait.

Transit details
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Figure 51. Bus line information and arrival time
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43.5.2.4 ScenarioD
[D]: Anna, in this scenario, could easily check the arrivals time of the bus, with
the procedure that we have described in the scenario [ C]

4.3.5.3 Outcomes

The results of the pilot campaigns confirmed the correct identification of
vulnerabilities by Mob-Sec and the completed integration with SIEM and
RITA.

The execution of the pilot testing actions, even though successful under the
functional point of view, was of crucial importance in producing reflections
on how to configure the second pilot activity related to Mob-Sec and that
will be executed during the Genova pilot campaign.

In particular, it underlined the necessity of producing attack conditions to
fully test Mob-Sec capabilities given the fact that in a short time frame (e.g,,
5 days of piloting) and minimal users sample (e.g., 2 users per day) not all the
features may be tested under normal conditions.

Moreover, it stressed the necessity of furtherly tuning the execution of some
detection procedures, making coherent waiting time for application’s users
in order to avoid eventual reduction of usability (due to excessive loading
times).

For the Tallinn pilot, every test has been performed successfully as expected,
thanks to the limited number of users involved and due to the fact that all
the attacks were performed manually.

The integration among all the CitySCAPE elements worked as expected.

4.3.5.4 Future activities

Log collection from Sigla Server to Graylog has already been validated with
dummy alerts. To be able to implement a realistic detection scenario, further
development is needed to integrate detection rules inside the Graylog SIEM
and playbooks inside XSOAR using scenarios that remain to be defined.
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CONCLUSIONS

This document has detailed the results of the CitySCAPE TALLINN Pilot that
was conducted throughout the months of July and August (Piloting August
24th and 25th). The Pilot conducted a number of cyber test cases. For Test
Cases 1, 2 and 3, the cyber-attacks were conducted on the Tallinn Pilot
infrastructure and utilised the CPaaS data environment. Test-Case 1
demonstrated that the CitySCAPE toolkit could detect a DDoS attack on the
AV Shuttle network and initiate a cyber incident response workflow. Test-
Case 2 exhibited that the cyber-attack can be partially detected, and a cyber
incident workflow can be initiated. Some information necessary for
detection was not collected yet; the SIEM package required more log source
to detect effectively attack and not just artefacts of it, as well the integration
between the RITA and FIMCA, and the RITA and FIMCA calculation of risk
and impacts. These issues and the remaining test cases were workshopped
during the Pilot and a plan to remediate the issues and conduct the
remaining test cases have been identified and actions to achieve
completion of the Tallinn pilot activities will be enacted in September and
October.

The pilot successfully demonstrated the Availability of AV Shuttle network
test case and partially implemented the test-case on Adaptive Traffic
Management. In these demonstrated test case the CitySCAPE toolkit
functioned to enable effective detection of the cyber-attack and cyber
incident response involving collaboration with the CERT partner (DNSC). For
the remaining test cases issues were identified with the integration of
CitySCAPE modules, specifically the integration within the SIEM tools (SIEM-
CTIP) on the security orchestration and the RITA-FIMCA integration.
Furthermore, it was identified that the SIEM needed customisation to the
TALLINN pilot environment for creation of detection rules and playbooks for
orchestration. During the Pilot, these gaps were identified and there is a plan
for remediation and completion of the remaining in September and
October.

In conclusion, the demo test cases conducted during the Tallinn Pilot
showed that the CitySCAPE toolkit can produce the expected results for
detection of cyber-attacks and enhanced incident response in the multi-
modal transportation environment. Whilst the Tallinn Pilot was unable to
complete all the test cases on the 24th and the 25th of August, many
valuable lessons were learnt for the coming Genoa Pilot. These included that
the cybersecurity attack test cases need to contain granularity of detail
which enable the SIEM operator to customise it to the pilot environment.
Furthermore, the integration of the CitySCAPE toolkit needs to be fully
validated before piloting, this includes, specifically, the integration between
IDS and SIEM, SIEM toolkit and the RITA and FIMCA.

The completed pilot evaluation for Tallinn and Genoa will be contained in
D7.5 “Pilot Evaluation and Knowledge capitalisation”.
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CitySCAPE — USER GUIDE

T5.4 — IDS/IPS ENGINE

Francesca CostantiRosella O. Mancilla
EngineeringlngegnerialnformaticaSpA

August 24, 2022
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* Task Objectives — Contributors
* Stateoftheart

* Ourapproach
* USER GUIDE for Cyber-security services operatoror CitySCAPE admin (5’)

* AnomalyDetection Procedure (ADP) APl user guide (5)
* USER GUIDE for Cyber-security services operator or CitySCAPE admin and

CPaaSadmin(3’)

26/8/2022
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WP5—Task 5.4- IDS/IPS ENGINE o QARE
CitySCAPE
o Objective:

v This task focuses on the development of the IDS/IPS engine.

v The IDS/IPS module is able to monitor constantly the IT and OT infrastructure and the
information gathered will be sent to the higher-level components.

+ This module is be based on an existing tool (e.g. SNORT) but it is customized according to the
needs of the project.

o Leadership: ENG leads; contributors: ED, UPRC, ACS, STAM
o Deliverable: D5.4 IDS/IPS final prototype [ENG, Other, M30]

WP5—Task 5.4- IDS/IPS ENGINE o QARE
CitySCAPE
o Objective:

v This task focuses on the development of the IDS/IPS engine.

v The IDS/IPS module is able to monitor constantly the IT and OT infrastructure and the
information gathered will be sent to the higher-level components.

+ This module is be based on an existing tool (e.g. SNORT) but it is customized according to the
needs of the project.

o Leadership: ENG leads; contributors: ED, UPRC, ACS, STAM
o Deliverable: D5.4 IDS/IPS final prototype [ENG, Other, M30]
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State of the art IDS/IPS 6M
CitySCAPE

* IDS/IPS: software and/or hardware devices that detect intrusions into a system
or a network.
* IDS (Intrusion Detection System) is a passive protection system.
* IPS (Intrusion Prevention System) is an active protection system.

* The IDSs/IPSs are installed in critical points of the network (e.g. next to router,
gateway, server web ..)

¢ Type of detection techniques in real time are:

* Anomaly - based IDS/IPS
 Signature - based IDS/IPS

26/8/2022

O
OUR APPROACH A LREE

CitySCAPE

Packet received

> ldentify anomalous traffic from legitimate ( Anomaly;derecion )
» ldentify malicious traffic Signature-based detection .

rule detected?

Q

rue

26/8/2022
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USER GUIDE fo€yber-security services E‘M
operator or CitySCAP&dmin CitySCAPE

o Run the IDS/IPS engine to TEST the configuration:
* sudo snort -T -i <interface name> -c /etc/snort/snort.conf
v Where:
o -Tflagindicates to run a test for the SNORT configuration
e -cflagindicates which fileto use
e -iflag specifies the name of the network interface.

B
&
R
&
&
&
Rules ot
&
&
&
R
&

st 1>
rsion 1.2 <Bultd 13>
WOOBUS Verston 1.1 <Butld 1>

Werory Cost - Waxkss 1157512
rutly vatldated the configurationt

26/8/2022

USER GUIDE fo€ybersecurity services , DAR'E
operator oCitySCAPEadmin ?ftySCAPE

o Run the IDS/IPS offline, with PCAP file :
o sudo snort -c /etc/snort/snort.conf -1 /var/log/snort -r <path pcap file> -u snort — g snort

o Run the IDS/IPS online:
o sudo snort -c /etc/snort/snort.conf -1 /var/log/snort -u snort —g snort —i <interface>

v Where:
e -cflagindicates which configfile to use
e -lflagindicateslogdirectory

o -rflagindicatesthe pcapto be analysedand processed
o -uflag specifiesto run as a specific user
e -gflag specifiesto run as a specificgroup

o View IDS/IPS logs files:
o sudo snort -c /etc/snort/snort.conf —r /var/log/snort/snort.log.1659706028

26/8/2022
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CitySCAPE

USER GUIDE fo€ybersecurity services
operator oCitySCAPEadmin

o IDS/IPS output

USER GUIDE fo€yber-security services o @
operator or CitySCAP&dmin C;tySCAPE

Barnyard2 is the submodule that stores and processes the SNORT binary output into a
MySQL database.
o Continuous processing mode - real-time events' storing (online)

+ sudo barnyard?2 -c /etc/snort/barnyard2.conf -d /var/log/snort -f snort.u2 -w
Mvar/log/snort/barnyard2.waldo -g snort -u snort

Where:
= -cflag specifies the configfile
= -dflagisthe snortoutput directory
= -fflag specifies the file to look for
= -w flag specifies the bookmark file
= -uflagtellsBarnyardto runasa specificuser
= -gflagtellsBarnyardto run asa specificgroup
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USER GUIDE fo€yber-security services @M
operator or CitySCAP&dmin CitySCAPE

o File processing mode: processing a single log file (offline).
o sudo barnyard?2 -c /etc/snort/barnyard2.conf -o /var/log/snort/snort.u2.1653376944

v Where:
= -cflag specifies the configuration file
= -oflag enables the file processing mode
= The file snort.u2**** is the specific file that you want process.

alert.csv snort.log.1652344315 snort.u2.1652085271 snort.u2.1652358307
barnyard2.waldo snort.log.1652344609 snort.u2.1652085294 snort.u2.1652358435
snort.log.1652084790 snort.log.1652358307 snort.u2.1652091045 snort.u2.1652957259
snort.log.1652085294 snort.log.1652358435 snort.u2.1652164843 snort.u2.1653301703
snort.log.1652091045 snort.log.1652957259 snort.u2.1652343423 snort.u2.1653376944
snort.l0g.1652164843 snort.log.1653301763 snort.u2.1652343610
snort.log.1652343423 snort.log.1653304192 snort.u2.1652344315
snort.log.1652343610 snort.log.1553372944 snort.u2.1652344609

26/8/2022 10

USER GUIDE fo€yber-security services @M
operator or CitySCAP&dmin CitySCAPE

To check if new events are stored in the MySQL database launch the following command:

* mysql -u snort -p snort -e "select count(*) from event”

v Where:

e -u flag specifies the MySQL user

e -p flag specifies that a password is required
¢ -eflagindicate what to show.

Enter password:

R -
| count(*) |
R et +
| 2730 |
- +
26/8/2022 11

D7.3 Pilot execution report in Tallinn

75



A RIS

CitySCAPE

N\
CitySCAPEAnomalyDetectionProcedure API ARREG
CitySCAPE
The API include the APD and several endpoints CitySCAPE_AD AP| @@
to test the procedure. 3
To start the API, lauch:
o python -m uvicorn main:app --reload

AUTNONBENION U s Srrraes s cam savarsr i s st .
An interactive documentation, is also available 3 N 3
at: o -
http://IP_ADDRESS$8000/docs - 2
. )
[T Lo =

26/8/2022 12

O
CitySCAPEADP API -authentication ARREG
CitySCAPE

AUTHENTICATION:
Thisservice is about creating,authentication and authorization users.

Here we can find two endpoints:
v Create user: it is possible to create a user
v Token: after login, you will be obtained a token for authentication

Authentication users Everything about creating, authentication and autnorization users A
(B /creste voer Crso toe v
‘ /token Login For Access Token v
26/8/2022 13
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O
CitySCAPEADP APl —update model ARG
CitySCAPE

UPDATE MODEL:
The ADP model can be updated by importing a new training dataset (.csv). Also, the following metricsare returned
o accuracy (total number of correctly predicted records over the total number of records)

o confusion matrix (TP, FN, FP, TN)

It returns accuracy value and the number of True Positive, True Negative, False Negative and False Positive

Anomaly detection model senices about the updating and training of the anomaly detection procedure A

| Update Model N7
‘m /updateanomalymodel Update Model a8

26/8/2022 14

O
CitySCAPEAPI —SERVICES ARREG
CitySCAPE

COMPARE ALGORITHMS:

This service compare the results of the anomaly detection procedure using different algorithms:
Resulting metrics are:

o accuracy (total number of correctly predicted records over the total number of records)

o confusion matrix (TP, FN, FP, TN)

o required extension is .csv

This service returns the algorithm's name, the accuracy value, the number of True Positive, True Negative, False Negative
and False Positive and the time taken for the procedure.

Perform algorithms services about evaiuation of the anomaly detection procedure among different aigorithms A

[N /compareatgorithm Compars Algaritim ¥

26/8/2022 15
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USER GUIDE for Cybesecurity services operator @m
or CitySCAPEadmin andCPaaSadmin CrtySCAPE

The GUI to view alerts stored in the database is also available to CPaaS admin.
Following the link http:/IP/base/index.php

The authentication page appears. After authentication you can access the main page.

EOI g s
N 1-476 [MZ‘WN 16:5%33 | {snort] streams: TCR vATOu: 2wy hardzhase
b ET T — | —— i o
= e o |t | e
;’ e
. || [sowrce Adaress [ Dest Aderess ver arLen 108

P i s % ||
opsonz|| m|
Port Port acis
B
5000 4878 .
o | = | % [ H znﬁsm::w;un'sz o 22 |0
| ]

[a]@ms| o |cassmoecaces]

26/8/2022 16

An estions? N
e AL

L CitySCAPE

Francesca Costantino, RosdiacDla

Engineering Ingegnleriarmatica S.p.A

=™ , rosellaomana.mancilla@eng.it

This project has received funding from the EU’s Research and Innovation programme Horizon 2020 under grant agreement No

883321 Content reflects only the authors’ view and European Commission is not responsible for any use that may be made of
the information it contains.
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ANNEX Il - RITA TEST-CASE 1 DEMO
FUNCTIONALITY

o Test-Case 1 Asset Cost Evaluation

23 Composite Asset | @save |

Edit Composite Asset AV TeleOperation Server

k 7T Composite Asset Details\ = Assets\k &5 Asset Relationships\

7% Basic Information
Fill Composite Asset's Basic Information

X Delete |

Code

‘ AV-TeleDperationServer ‘

* Required Field

Name

‘ AV TeleOperation Server ‘

* Required Field

Description

Control room server supporting teleoperation services

Linked Intangible Assets
Select Intangible From The List By Clicking @ Select Button.

G Reputat 9-")<XC|gan'zauona! Cap:taD@

€ Economic Values

Pessimistic Economic Value

‘ 800000 ‘

Expressed In EUR

Commeon Economic Value

‘ 1000000 ‘

Expressed In EUR

Optimistic Economic Value

1500000 ‘

Expressed In EUR

Figure 1. AV TeleOperation Server (Basic Information)
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o RITA Threat Mapping Test-Case 1

73 Composite Asset | —— | e
Edit Composite Asset AV TeleOperation Server
L 7%t Composite Asset De(ai[s\k 3= Assets\k #5 Asset Relationships\
Y= Assets List
Select Basic Assets
Asset Selector Priority In Terms Of Economic Value
‘ Q, AV storage H B Medium [ x ] ‘
‘ Q, AV-ControlPC Intel H B8 Medium = ‘
‘ Q  AV-ControlPC OS (Ubuntu) H B Medium  x ] ‘
‘ Q AV-ROS H B Medium 8 ‘
‘ Q, AV-OnBoard-Database (PostegreSC H B Medium ] ‘
@ Threats of AV storage = Asset
Navigate To Threats Of AV Storage 7= Asset & ®© Activate/Deactivate Threats.
Code Name Likelihood Active Counter Measures
TH-08 Failures of Devices ‘ v 2 - Rare (Happ¢ ‘ v @

TH-12 Natural Disaster ‘ v 2 - Rare (Happe

TH-13 Environmental Dis ‘ v 2-Rare (Happe @

THA4 Device Modificatio ‘ v 2-Rare (Happe ||+ @
TH-15 Device Destructior ‘ v 2-Rare (Happs ||+ @
TH-16 Device Loss or The ‘ v 2-Rare (Happe | v @

TH-18 Attacks on Decom ‘ v 2 - Rare (Happ¢ @

DEEEEE

TH-24 Unauthorized Acce ‘ v 2-Rare (Happe

Figure 2. AV TeleOperation Server (AV Storage Threats and Likehoods)
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2% Composite Asset | @swe || xDelete
Edit Composite Asset AV TeleOperation Server
L 7% Composite Asset Details\k = Assets\k 35 Asset Relationships\

Y= Assets List

Select Basic Assets
Asset Selector Priority In Terms Of Economic Value
‘ Q AV storage H B Medium [ x| ‘
‘ Q, AV-ControlPC Intel H B Medium [ x| ‘
‘ Q. AV-ControlPC OS (Ubuntu) H B Medium a ‘
‘ Q AV-ROS H B Medium ] ‘
‘ Q, AV-OnBoard-Database (PostegreSC ” B Medium x| ‘

© Threats of AV-ControlPC Intel ;= Asset

Navigate To Threats Of AV-ControlPC Intel = Asset & @ Activate/Deactivate Threats,

Code Name Likelihood Active Counter Measures

TH-08 Failures of Devices ‘ v 2-Rare (Happt ||+
TH-12 Natural Disaster ‘ v 2-Rare (Happ¢
TH-13 Environmental Dis ‘ v 2-Rare (Happ¢
TH-14 Device Modificatio ‘ v 2-Rare (Happs
TH-15 Device Destructior ‘ v 2-Rare (Happe¢
TH-16 Device Loss or The ‘ v 2 - Rare (Happs
. TH-18 Attacks on Decom ‘ v 2-Rare (Happ¢
TH-24 Unauthorized Acce ‘ v 2-Rare (Happ¢

Figure 3. AV TeleOperation Server (AV Control PC Intel Threats and Likehoods)

[=]

DOOOOOO®®

[5]
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Y Composite Asset | @save | x Delete
Edit Composite Asset AV TeleOperation Server
L 7% Composite Asset Details\ = Assets\k 5 Asset Relationships\
Y= Assets List
Select Basic Assets
Asset Selector Priority In Terms Of Economic Value

E ‘ Q, AV storage H B Medium ] |

\ Q AV-ControlPC Intel H B Medium x| ’
‘ Q, AV-ControlPC OS (Ubuntu) H B Medium a ’
’ Q AV-ROS H B Medium a8 \
‘ Q, AV-OnBoard-Database (PostegreSC H B Medium [ x ] I
© Threats of AV-ROS 7= Asset
Navigate To Threats Of AV-ROS 7= Asset & @ Activate/Deactivate Threats.
Code Name Likelihood Active Counter Measures

5 TH-01 Malware Injection ‘ v 2-Rare (Happs ||+
oy TH-02 Denial of Service ‘ v 4 -Reqular (Tal v
24 TH- Software Exploitati ‘ v 2-Rare (Happe ||+
TH4 Device Modificatio | v 4-Reqular (Tal ||+
TH-21 Resource Exhausti ‘ v 2-Rare (Happe¢ ||+
TH-22 Isolation/Virtualiza ‘ v 2-Rare (Happs ||+
TH-23 Management Intet ‘ v 2-Rare (Happ¢ ||+
TH-24 Unauthorized Acce ‘ v 4-Reqular (Tal ||
TH-25 Abuse of Authorise ‘ v 4-Reqular (Tal ||+
Z TH-27 Abuse of Authentic ‘ v 4-Reqular (Tal ||

Figure 4. AV TeleOperation Server (AV ROS Threats and Likehoods)

&

[s] [s] [s] [5] [5] [5] [=] [=] [5] [5]
DOOOOOEOO®O®O®
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% Composite Asset 1 —_— \ x Delete |
Edit Composite Asset AV TeleOperation Server
k 75 Composite Asset Detai[s\ = Assets\k a5 Asset Relationships\
Y= Assets List
Select Basic Assets
Asset Selector Priority In Terms Of Economic Value
IZI ‘ Q, AVstorage H B Medium B ‘
EIEI ‘ Q  AV-ControlPC Intel H B Medium x| ‘

E ‘ Q  AV-ControlPC OS (Ubuntu) H B Medium ] ‘
EI ‘ Q, AV-ROS H
|ZI ‘ Q, AV-OnBoard-Database (PostegreSC H B Medium [ x| ‘

[o]

@ Threats of AV-OnBoard-Database (PostegreSQL) ;= Asset

Navigate To Threats Of AV-OnBoard-Database (PostegreSQL) 7= Asset & @ Activate/Deactivate Threats.

Medium a ‘

Code Name Likelihood Active Counter Measures

TH-01 Malware Injection ‘ v 3-Periodic (He ||+
TH-02 Denial of Service ‘ v 3-Periodic (Hz | v
TH-T Software Exploitati ‘ v 3-Periodic (He | |+
TH-14 Device Modificatio ‘ v 2-Rare (Happt |+
TH-21 Resource Exhausti ‘ v 3-Periodic (He ||+
TH-22 Isolation/Virtualiza ‘ v 2-Rare (Happs ||+
TH-23 Management Inter ‘ v 2-Rare (Happt | v
TH-24 Unauthorized Acce ‘ v 3-Periodic (Hz ||+
TH-25 Abuse of Authorisz ‘ v 3-Periodic (He ||+
TH-27 Abuse of Authentic ‘ v 3-Periodic (He ||+

Figure 5. AV TeleOperation Server (AV On Board PostgreSQL Database Threats and
Likehoods)

FEEEEEEEEE
clclelclelclelclele
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7Y Composite Asset | as H x Delete ‘
Edit Composite Asset AV TeleOperation Server
L 75 Composite Asset De(ails\k = Assets\k 5 Asset Reialionships\
&% Asset Links List
Asset A Asset B Type
|
‘ Q, AV-ControlPC OS (Ubunt “ Q, AV-ROS H B2 Hosts  x ] ‘
‘ Q AV-ROS 1‘ Q, AV-OnBoard-Database (I H & Stores a ‘
‘ Q, AV-OnBoard-Database (! ‘ Q, AVstorage H B Uses [ <] ‘

Figure 6. AV TeleOperation Server (Asset Relationships)

D7.3 Pilot execution report in Tallinn 84



A RIS

CitySCAPE

% Composite Asset

Edit Composite Asset AV communications composite asset

k 7't Composite Asset Details\ = Assets\k a5 Asset Relationships\

2% Basic Information
Fill Composite Asset's Basic Information

Code

B Save

X Delete

‘ Vehicle-Communications-01

* Required Field

Name

AV communications composite asset

* Required Field

Description

Linked Intangible Assets
Select Intangible Assets From The List By Clicking @ Select Button

E)Erri)®

€ Economic Values

Pessimistic Economic Value

40000

Expressed In EUR

Common Economic Value

60000

Expressed In EUR

Optimistic Economic Value

100000

Expressed In EUR

Figure 7. AV communications (Basic Information)
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% Composite Asset | @ save | x Delete |
Edit Composite Asset AV communications composite asset
k 75 Composite Asset Details\ = Assets\k =5 Asset Relationships\
Y= Assets List
Select Basic Assets
Asset Selector Priority In Terms Of Economic Value
E] IZ' ’ Q, Netgear MR1100 Mobile Router ” B Medium a ‘
E] E i Q, Cisco 4331 Integrated Services Rout “ B Medium x| ‘

EI l Q, MikroTic CSS H £ Medium [ x ] ‘

@O Threats of Netgear MR1100 Mobile Router := Asset
Navigate To Threats Of Netgear MRT100 Mobile Router 7= Asset & ®© Activate/Deactivate Threats.

Code Name Likelihood Active Counter Measures
TH-02 Denial of Service ‘ v 4-Reqular (Ta ||+ X Countermeasure
for DoS of Ubuntu

os

()
®
®
®
®
®
®
®

X Network Outa
Control

TH-04 Man in the Middle | v 3- Periodic (H: ||+
TH-05 Interception of Infc ‘ v 3- Periodic (H: ||+
TH-06 Replay of Message l v 2-Rare (Happ ||+
TH-07 Network Outage I v 2-Rare (Happ ||+
TH-09 Failure of System ’ v 2-Rare (Happ ||+
TH-10 Loss of Support Se | v 3-Periodic (H: | |+
TH-T Software Exploitat ‘ v 3- Periodic (He v X Patching
TH-19 Phishing Attacks ‘ v 2 - Rare (Happ'
TH-20 Network Spoofing | v 3- Periodic (H: ||+
TH-21 Resource Exhausti ‘ v 3-Periodic (H: |+
TH-23 Management Inte | v 3-Periodic (He ||+
TH-24 Unauthorized Acce ‘ v 3- Periodic (H: ||+
TH-25 Abuse of Authorisz ’ v 2- Rare (Happ
TH-27 Abuse of Authenti | v 2- Rare (Happ
TH-28 Identity Theft ‘ v 2- Rare (Happ
TH-29 Social Engineering ' v 2 - Rare (Happ

Figure 8. AV communications (Netgear MR1100 Mobile Router Threats and Likelihoods)

®

@@@@@@@@@.
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Y Composite Asset | @swe || xDelete
Edit Composite Asset AV communications composite asset
k 75 Composite Asset Details\k = Assets\k a5 Asset Relationships\
Y= Assets List
Select Basic Assets
Asset Selector Priority In Terms Of Economic Value
E ‘ Q, Netgear MR1100 Mobile Router H B8 Medium B I
[Z' |ZI ‘ Q, Cisco 4331 Integrated Services Rout H 8 Medium a ‘

IZ] ‘ Q, MikroTic CSS H B Medium [ x ] ‘

@ Threats of Cisco 4331 Integrated Services Router 7= Asset
Navigate To Threats Of Cisco 4331 Integrated Services Router 7= Asset & @ Activate/Deactivate Threats.

Code Name Likelihood Active Counter Measures
TH-02 Denial of Service ‘ v 4-Reqular (Ta ||+ X Countermeasure
for DoS of Ubuntu

os

ork Outage
Control

TH-04 Man in the Middle | v 2-Rare (Happ ||+
TH-05 Interception of Inft ‘ v 2-Rare (Happ |+
TH-06 Replay of Message | v 2-Rare (Happ ||+
TH-07 Network Outage ‘ v 2-Rare (Happ ||+
TH-09 Failure of System ’ v 2-Rare (Happ ||+
TH-10 Loss of Support Se | v 2-Rare (Happ ||+
TH-T Software Exploitat ‘ v 2-Rare (Happ ||+
TH-19 Phishing Attacks ‘ v 2-Rare (Happ ||+
TH-20 Network Spoofing ‘ v 2-Rare (Happ ||+
TH-21 Resource Exhausti ‘ v 2-Rare (Happ ||+
TH-23 Management Inte ‘ v 2-Rare (Happ ||+
TH-24 Unauthorized Acce ‘ v 2-Rare (Happ ||+
TH-25 Abuse of Authorisz ’ v 2-Rare (Happ ||+
TH-27 Abuse of Authenti | v 2-Rare (Happ ||+
TH-28 Identity Theft ‘ v 2-Rare (Happ ||+
TH-29 Social Engineering ‘ v 2-Rare (Happ ||+

Figure 9. AV communications (Cisco 4331 Integrated Services Router Threats and
Likelihoods)

FEEEEEEEEEEEEEEE
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2y Composite Asset | Bsave | el
Edit Composite Asset AV rications posite asset
k 7°5 Composite Asset De!ails\ = Assets\k &5 Asset Relationships\
¥= Assets List
Select Basic Assets
Asset Selector Priority In Terms Of Economic Value
EIEI ‘ Q, Netgear MRTI00 Mobile Router H B Medium x| ’
IZ' ‘ Q, Cisco 4331 Integrated Services Rout “ B Medium x| ’

El ‘ Q, MikroTic CSS H B Medium | x ] ’
[o]

@ Threats of MikroTic CSS 7= Asset
Navigate To Threats Of MikroTic CSS 7= Asset & @ Activate/Deactivate Threats.

Code Name Likelihood Active Counter Measures
TH-02 Denial of Service ‘ v 2-Rare (Happ ||+

TH-04 Man in the Middle

TH-05 Interception of Infc ‘ v 2-Rare (Happ | v
TH-06 Replay of Message ‘ v 2-Rare (Happ | v
TH-07 Network Outage ‘ v 2-Rare (Happ | v
TH-09 Failure of System ‘ v 2- Rare (Happ v
TH-10 Loss of Support Se ‘ v 2-Rare (Happ | &
TH-1 Software Exploitat ‘ v 2-Rare (Happ ||+
TH-19 Phishing Attacks ‘ v 2-Rare (Happ ||+
TH-20 Network Spoofing ‘ v 2-Rare (Happ | v
Z TH-21 Resource Exhausti ‘ v 4-Reqular (Ta | v
2 TH-23 Management Inte ‘ v 4-Reqular(Ta ||
TH-24 Unauthorized Acce ‘ v 4-Reqular(Ta |
TH-25 Abuse of Authorise ‘ v 4-Reqular (Ta ||+
TH-27 Abuse of Authentii ‘ v 4-Reqular(Ta | &
TH-28 Identity Theft ‘ v 2 - Rare (Happ

TH-29 Social Engineerinc ‘ v 2- Rare (Happ

Figure 10. AV communications (MikroTic CSS Threats and Likelihoods)

()

[s] [s] [s] [s] [=] [=] [] [s] [s] [5] [5]
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Y Composite Asset

‘ B Save ” X Delete |
Edit Composite Asset AV communications composite asset

k "5 Composite Asset De(ails\k = Assets\k =5 Asset Relationships\

&% Asset Links List

Asset A Asset B

Type
| @ MikroTic CSS H Q, Netgear MR1I00 Mobile B Connects To [ x | ‘
‘ Q, MikroTic CSS H Q, Cisco 4331 Integrated Se i B Connects To [ x| ‘

Figure 71. AV communications (Asset Relationships)
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% Composite Asset | @save || x Delete |

Edit Composite Asset Taltech self driving vehicle control PC

L 7T Composite Asset Details\ = Assets\L a5 Asset Relalionships\

™ Basic Information
Fill Composite Asset's Basic Information

Code

‘ Main-Control-PC ‘

* Required Field

Name

‘ Taltech self driving vehicle control PC ‘

* Required Field
Description

Linked Intangible Assets
Select Intangible Assets From The List By Clicking @ Select Button.

% Intellectual Property @

€ Economic Values

Pessimistic Economic Value

80000 ‘

Expressed In EUR

Common Economic Value

100000 ‘

Expressed In EUR

Optimistic Economic Value

150000 ‘

Expressed In EUR

Figure 12. Main-Control-PC (Basic Information)
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7Y Composite Asset | @save || xDelete
Edit Composite Asset Taltech self driving vehicle control PC
k 7°5 Composite Asset Details\ = Assets\L a5 Asset Relationships\

Y= Assets List

Select Basic Assets
Asset Selector Priority In Terms Of Economic Value
‘ Q, AV-ControlPC OS (Ubuntu) ” B Medium B ‘
‘ Q AV-ControlPC Intel H B Medium [ x ] ‘
‘ Q, AV-ControlPC-Storage H B Medium a ‘
‘ Q, AV-Self Driving OS H B Medium a ‘
‘ Q, AV-OnBoard-Database (PostegreSC H B Medium [ x| ‘
‘ Q AV-ROS H B Medium a ‘

© Threats of AV-ControlPC OS (Ubuntu) := Asset

Navigate To Threats Of AV-ControlPC OS (Ubuntu) 7= Asset & © Activate/Deactivate Threats.

Code Name Likelihood Active Counter Measures

TH-01 Malware Injection ‘ v 3-Periodic (He ||+ @
TH-02 Denial of Service ‘ v 4-Reqular (Tal ||+ X Countermeasure
L for DoS of Ubuntu

TH-09 Failure of System ‘ v 3-Periodic (He ||+
TH-T Software Exploitati ‘ v 2-Rare (Happs

TH-14 Device Modificatio ‘ v 2-Rare (Happt ||+
TH-21 Resource Exhausti ‘ v 4-Reqular (Tal ||+ x Audit logs
TH-22 Isolation/Virtualiza ‘ v 2-Rare (Happ¢ | |+
TH-23 Management Intet ‘ v 4-Reqular (Tal ||+
TH-24 Unauthorized Acce ‘ v 2-Rare (Happs ||+
TH-25 Abuse of Authorise { v 2 - Rare (Happe v
TH-27 Abuse of Authentic ‘ v 2-Rare (Happe ||+
TH-28 Identity Theft ‘ v 2 - Rare (Happs

TH-29 Social Engineering ‘ v 2-Rare (Happs

Figure 13. Main-Control-PC (AV Control PC OS Ubuntu Threats and Likehoods)
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2% Composite Asset | @save | x Delete |
Edit Composite Asset Taltech self driving vehicle control PC
L 75 Composite Asset Details\k = Assets\k #5 Asset Relationships\

Y= Assets List

Select Basic Assets
Asset Selector Priority In Terms Of Economic Value
‘ Q, AV-ControlPC OS (Ubuntu) H B Medium B ‘
‘ Q  AV-ControlPC Intel H B Medium [ x| ’
‘ Q, AV-ControlPC-Storage H B Medium a ‘
‘ Q, AV-Self Driving OS H B Medium 0] ’
‘ Q_ AV-OnBoard-Database (PostegreSC H B Medium [ x ] J
‘ Q AV-ROS H £ Medium a ‘

@ Threats of AV-ControlPC Intel := Asset

Navigate To Threats Of AV-ControlPC Intel = Asset & © Activate/Deactivate Threats.

Code Name Likelihood Active Counter Measures

TH-08 Failures of Devices ‘ v 2-Rare (Happt | |+
TH-12 Natural Disaster ‘ v 2-Rare (Happ¢
TH-13 Environmental Dis \ v 2 - Rare (Happs
TH-14 Device Modificatio ‘ v 2-Rare (Happ¢
TH-15 Device Destructior ‘ v 2-Rare (Happs
TH-16 Device Loss or The ‘ v 2 - Rare (Happs
TH-18 Attacks on Decom { v 2-Rare (Happ¢
TH-24 Unauthorized Acce ‘ v 2-Rare (Happe¢

Figure 14. Main-Control-PC (AV Control PC Intel Threats and Likehoods)
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2’ Composite Asset ] @save || xDelete
Edit Composite Asset Taltech self driving vehicle control PC
L 7% Composite Asset Details\ = Assets\k &5 Asset Relationships\
¥= Assets List
Select Basic Assets
Asset Selector Priority In Terms Of Economic Value

IZ' ‘ Q, AV-ControlPC OS (Ubuntu) H B Medium [ x ] ‘

‘ Q  AV-ControlPC Intel H B Medium x| ‘
‘ Q, AV-ControlPC-Storage H B Medium [ ] ‘
‘ Q, AV-Self Driving OS H B Medium a ‘
‘ Q, AV-OnBoard-Database (PostegreSQ H B Medium [ | ‘
‘ Q, AV-ROS H B Medium [ ] ‘
@ Threats of AV-ControlPC-Storage = Asset
Navigate To Threats Of AV-ControlPC-Storage 7= Asset & © Activate/Deactivate Threats.
Code Name Likelihood Active Counter Measures

TH-08 Failures of Devices ‘ v 2-Rare (Happst | |+
TH-12 Natural Disaster ‘ v 2-Rare (Happ¢
TH-13 Environmental Dis ‘ v 2-Rare (Happ¢
TH-14 Device Modificatio ‘ v 2-Rare (Happt || v
TH-15 Device Destructior ‘ v 2-Rare (Happ¢
TH-16 Device Loss or The ‘ v 2-Rare (Happ¢
TH-18 Attacks on Decom ‘ v 2-Rare (Happ¢
TH-24 Unauthorized Acce ‘ v 2-Rare (Happ¢

Figure 15. Main-Control-PC (AV Control PC Storage Threats and Likehoods)
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77y Composite Asset l @save || xDelete
Edit Composite Asset Taltech self driving vehicle control PC
L 7% Composite Asset Details\ = Assets\k 5 Asset Relationships\
¥= Assets List
Select Basic Assets
Asset Selector Priority In Terms Of Economic Value

|Z| ‘ Q, AV-ControlPC OS (Ubuntu) H B Medium [ x ] ’
IZ“El ‘ Q, AV-ControlPC Intel ”
E ‘ Q, AV-ControlPC-Storage H

[~
~]
E ‘ Q, AV-Self Driving OS H B Medium a8 \
[~ ]
~]

Medium x| ’

Medium 8 ’

Iz‘ ‘ Q, AV-OnBoard-Database (PostegreSC ”
EI ‘ Q AV-ROS H
[o]

@ Threats of AV-Self Driving OS := Asset
Navigate To Threats Of AV-Self Driving OS 7= Asset & © Activate/Deactivate Threats,

Medium [ x| ’

Medium a ’

Code Name Likelihood Active Counter Measures

TH-01 Malware Injection ‘ v 3-Periodic (He ||+
TH-02 Denial of Service ‘ v 2-Rare (Happ¢ | v
TH-09 Failure of System ‘ v 2-Rare (Happs ||+
TH-N Software Exploitati ‘ v 3-Periodic (He | v
TH-14 Device Modificatio ‘ v 2-Rare (Happt | v
TH-21 Resource Exhausti ‘ v 3-Periodic (Hz ||+
TH-22 Isolation/Virtualiza ‘ v 2 - Rare {Happs
TH-23 Management Intet ‘ v 2-Rare (Happe
TH-24 Unauthorized Acce ‘ v 2-Rare (Happe
TH-25 Abuse of Authorisz ‘ v 2-Rare (Happs¢
TH-27 Abuse of Authentic ‘ v 2-Rare (Happe¢
TH-28 Identity Theft ‘ v 2-Rare (Happ¢
« TH-29 Social Engineering \ v 2-Rare (Happe

Figure 16. Main-Control-PC (AV Self-Driving OS Threats and Likehoods)

FHEEEEEEEEEER
ofelelelelelelelclelelele

D7.3 Pilot execution report in Tallinn 94



ARARE

CitySCAPE
Y Composite Asset | @swe || xDelote |
Edit Composite Asset Taltech self driving vehicle control PC
L 7°5 Composite Asset Details\ = Assets\k a5 Asset Relationships\
Y= Assets List
Select Basic Assets
Asset Selector Priority In Terms Of Economic Value

IZI ‘ Q, AV-ControlPC OS (Ubuntu) H B Medium [ x ] ‘
EI ‘ Q, AV-ControlPC Intel H B Medium a ‘

IZ] ‘ Q_ AV-ControlPC-Storage H B Medium a ‘
“ Q, AV-Self Driving OS H B Medium [ | ‘
IZI ‘ Q, AV-OnBoard-Database (PostegreSC H B Medium [ ] ‘
‘ Q AV-ROS H B Medium (<] ‘

[e]

@ Threats of AV-OnBoard-Database (PostegreSQL) := Asset
Navigate To Threats Of AV-OnBoard-Database (PostegreSQL) 7= Asset & @ Activate/Deactivate Threats.

Code Name Likelihood Active Counter Measures

TH-01 Malware Injection ‘ v 3-Periodic (He |+
TH-02 Denial of Service ‘ v 3-Periodic (He |
TH-T Software Exploitati ‘ v 3-Periodic (Hz ||+
TH-14 Device Modificatio ‘ v 2-Rare (Happs
TH-21 Resource Exhausti ‘ v 3- Periodic (He ||+
TH-22 Isolation/Virtualiza ‘ v 4-Reqular (Tal ||+
TH-23 Management Intet l v 2-Rare (Happe
TH-24 Unauthorized Acce ‘ v 3-Periodic (He ||+
TH-25 Abuse of Authorise ‘ v 2-Rare (Happe
TH-27 Abuse of Authentic ‘ v 2 - Rare (Happ¢

Figure 17. Main-Control-PC (AV On-board PostgreSQL Database Threats and Likelihoods)
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7Y Composite Asset | @save || xDelete
Edit Composite Asset Taltech self driving vehicle control PC
k 7% Composite Asset Details\ = Assets\L a5 Asset Relationships\

Y= Assets List

Select Basic Assets
Asset Selector Priority In Terms Of Economic Value
‘ Q AV-ControlPC OS (Ubuntu) H B Medium x| ‘
‘ Q, AV-ControlPC Intel H B Medium a ‘
‘ Q_ AV-ControlPC-Storage H B Medium [ <] ‘
‘ Q, AV-Self Driving OS H B Medium [ | ‘
‘ Q, AV-OnBoard-Database (PostegreSC H B Medium x| ‘
‘ Q AV-ROS H £ Medium 0 ‘

@ Threats of AV-ROS := Asset

Navigate To Threats Of AV-ROS #= Asset & @ Activate/Deactivate Threats,

Code Name Likelihood Active Counter Measures

[

TH-01 Malware Injection ’ v 3-Periodic (He ||+
TH-02 Denial of Service ’ v 4-Reqular (Tal ||+
TH-1 Software Exploitati \ v 4-Reqular (Tal ||+
TH-14 Device Modificatio ’ v 2-Rare (Happ¢ | |+
TH-21 Resource Exhausti ’ v 4-Reqular (Tal ||+
TH-22 Isolation/Virtualiza ’ v 2 - Rare (Happe¢

TH-23 Management Intet ’ v 4-Reqular (Tal ||+
TH-24 Unauthorized Acce l v 4-Reqular (Tal ||+
TH-25 Abuse of Authorisz ’ v 4-Reqular (Tal ||+
TH-27 Abuse of Authentic ’ v 4-Reqular (Tal ||+

Figure 18. Main-Control-PC (AV-ROS Threats and Likelihoods)
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Y Composite Asset | B save H X Delat
Edit Composite Asset Taltech self driving vehicle control PC
k 7 Composite Asset Detai[s\k = Assets\k &5 Asset Rela(ionships\
=% Asset Links List
Asset A Asset B Type

‘ Q, AV-ControlPC OS (Ubunt H Q, AV-OnBoard-Database (I H B Stores a ’
‘ Q, AV-ControlPC OS (Ubunt H Q, AV-Self Driving OS H & Hosts a ’
‘ Q, AV-ControlPC OS (Ubunt H Q AV-ROS H B Hosts <] ‘
‘ Q AV-ROS H Q, AV-OnBoard-Database (I H B Stores ] ‘

Figure 19. Main-Control-PC (Asset Relationships)
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ANNEX Il - RITA TEST-CASE 2 DEMO
FUNCTIONALITY

o Test-Case 2 Asset Cost Evaluation

X Delete

23 Composite Asset | @save |

Edit Composite Asset AV RSU and OBU Communications

L 7T Composite Asset Delai\s\L = Assets\k &5 Asset Relationships\

7% Basic Information
Fill Compaosite Asset's Basic Information

Code

‘ AV-RSUCommunication ‘

* Required Field

Name

‘ AV RSU and OBU Communications ‘

* Required Field

Description

Linked Intangible Assets
Select Intangible Assets From The List By Clicking @ Select Button

X Organizational Capital @

£€ Economic Values

Pessimistic Economic Value

800000 ‘

Expressed In EUR

Common Economic Value

1000000 ‘

Expressed InEUR

Optimistic Economic Value

2000000 ‘

Expressed InEUR

Figure 20. AV RSU and OBU Communications (Basic Information)
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o RITA Threat Mapping Test-Case 2

2% Composite Asset | Bsave || x Dalets

Edit Composite Asset AV RSU and OBU Communications

L 7T Composite Asset Details\k = Assets\k 35 Asset Relationships\

Y= Assets List
Select Basic Assets

Asset Selector Priority In Terms Of Economic Value

‘ Q. RSU hardware H B Medium [ x| ‘
EI ‘ Q, RSU application H B Medium [ x| ‘
EI ‘ Q, OBU hardware H B2 Medium [ x ] ‘
EI ‘ Q_ OBU application “ B Medium [ x | ‘
[o]

© Threats of RSU hardware 7= Asset

Navigate To Threats Of RSU Hardware 7= Asset & @ Activate/Deactivate Threats.

Code Name Likelihood Active Counter Measures
TH-08 Failures of Devices ‘ v 2 - Rare (Happ ‘ v @
TH-12 Natural Disaster ‘ v 2-Rare HappwJ v @
TH-13 Environmental Dis ‘ v 2- Rare (Happ ‘ v @
TH-14 Device Modificatic ‘ v 3-Periodic (He ||+ @
TH-I5 Device Destructior ‘ v 2- Rare (Happ ‘ v @
TH-16 Device Loss or The ‘ v 2-Rare (Happ | v @
TH-18 Attacks on Decom ‘ v 2-Rare {Happw‘ @
TH-24 Unauthorized Acc¢ ‘ v 2-Rare (Happ ||+ @

Figure 21. AV RSU and OBU Communications (RSU hardware and Likehoods)
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Y Composite Asset | @ save | e
Edit Composite Asset AV RSU and OBU Communications
L 7T Composite Asset Details\ = Assets\k a5 Asset Relationships\
Y= Assets List
Select Basic Assets
Asset Selector Priority In Terms Of Economic Value
IZ' ’ Q, RSU hardware H B Medium [ x| ‘
|Z| E] ’ Q, RSU application H B Medium a ‘
E] I Q, OBU hardware H £ Medium [ x ] ‘
D E] ' Q, OBU application H B Medium [ x| ‘
© Threats of RSU application = Asset
Navigate To Threats Of RSU Application 7= Asset & @ Activate/Deactivate Threats,
Code Name Likelihood Active Counter Measures

TH-01 Malware Injection ‘ v 3 - Periodic (He | |+ @
TH-02 Denial of Service ‘v 4-Reqular (Ta ||+

TH-09 Failure of System ‘ v 2- Rare (Happ ||+ @
TH-1 Software Exploitat ’ v 4-Reqular (Ta ||+ @
TH-14 Device Modificatic ‘ v 4-Reqular(Ta || @

X Countermeasure
for DoS of Ubuntu
os

TH-21 Resource Exhausti ‘ v 4-Reqular (Ta ||+
v 2-Rare (Happ'

TH-23 Management Inte ‘ v 3-Periodic (H: | |+
TH-24 Unauthorized Acce ‘ v 3- Periodic (Hi || v
TH-25 Abuse of Authorisz ‘ v 3-Periodic (He | |+

TH-27 Abuse of Authentii ‘ v 4-Reqular (Ta ||+ @
TH-28 Identity Theft ‘ v 2- Rare (Happ @
TH-29 Social Engineerinc ‘ v 2- Rare (Happ @

Figure 22. AV RSU and OBU Communications (RSU application Threats and Likehoods)

TH-22 Isolation/Virtualiza

X Countermeasure
for DoS of Ubuntu
os
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Y Composite Asset [ Bsave | x Delete
Edit Composite Asset AV RSU and OBU Communications
L 7% Composite Asset Detai[q = Assets\L 5 Asset Relationships\
Y= Assets List
Select Basic Assets
Asset Selector Priority In Terms Of Economic Value
E| ‘ Q, RSU hardware ” B Medium [ x| ‘
IZHE ‘ Q. RSU application “ B Medium [ x | ‘
‘ Q, OBU hardware H B Medium [ x | ‘

[EI ‘ Q, OBU application ” B Medium [ x | ‘

© Threats of OBU hardware = Asset

Navigate To Threats Of OBU Hardware 7= Asset & @ Activate/Deactivate Threats.

Code Name Likelihood Active Counter Measures

TH-08 Failures of Devices ‘ v 2 - Rare (Happ'
TH-12 Natural Disaster ‘ v 2- Rare (Happ
TH-13 Environmental Dis ‘ v 2- Rare (Happ'
TH-14 Device Modificatic ‘ v 3-Periodic (He | |+
—=

v

TH-15 Device Destructior | v 3- Periodic (Hz

TH-16 Device Loss or The ‘ v 2-Rare (Happ
TH-18 Attacks on Decom ‘ v 2-Rare (Happ'
TH-24 Unauthorized Acce ‘ v 2- Rare (Happ!

Figure 23. AV RSU and OBU Communications (OBU hardware Threats and Likehoods)
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7% Composite Asset | save | x Delete
Edit Composite Asset AV RSU and OBU Communications
L 7% Composite Asset Details\k = Assets\L 5 Asset Relationships\
Y= Assets List
Select Basic Assets
Asset Selector Priority In Terms Of Economic Value
Elzl ‘ Q, RSU hardware ” B Medium [ x ] ‘
BE’ ‘ Q, RSU application “ B Medium a ‘
E ‘ Q, OBU hardware ” B Medium [ x ] ‘
EIE ‘ Q, OBU application ” B Medium x| ‘
@O Threats of OBU application := Asset
Navigate To Threats Of OBU Application = Asset & @ Activate/Deactivate Threats.
Code Name Likelihood Active Counter Measures

TH-01 Malware Injection ‘ v 3- Periodic (H: | |+ @
TH-02 Denial of Service ‘v 4-Reqular (Ta ||v

TH-09 Failure of System ‘ v 2- Rare (Happ' ||+ @
TH-T Software Exploitat ’ v 4-Reqular (Ta ||+ @
TH-14 Device Modificatic ‘ v 4-Reqular (Ta ||+ @

X Countermeasure
for DoS of Ubuntu
os

alm

TH-21 Resource Exhausti ‘ v 4-Reqular (Ta ||+
v 2- Rare (Happ'

TH-23 Management Inte ‘ v 3- Periodic (H: ||+
TH-24 Unauthorized Acce ‘ v 3- Periodic (He ||+
TH-25 Abuse of Authorise [ v 3- Periodic (H: ||+

TH-27 Abuse of Authenti ‘ v 4-Reqular (Ta ||+ @
TH-28 Identity Theft ‘ v 2- Rare (Happ! @
TH-29 Social Engineerinc ‘ v 2- Rare (Happ' @

Figure 24. AV RSU and OBU Communications (OBU application Threats and Likehoods)

TH-22 Isolation/Virtualiza

JEEEEEEE

X Countermeasure
for DoS of Ubuntu
os
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ANNEX IV - CTI EXCHANGE WITH DNSC

It is essential that the cybersecurity tests do not impact operational systems
of Tallinn University of Technology. The cybersecurity tests need to be
performed on a network which is isolated from the university and will not
have the potentiality to have cascading impacts on real-world/live services.
The weeks of August 8™ to 18" will be used to prepare the Tallinn Pilot
Demonstration.

Any cybersecurity solution needs to be updated based on changes in the
cyber threat landscape, which is where shared CTl enters the picture. Threat
sharing platforms such as MISP ensure that new threats can be identified
more quickly such that response can be adequately coordinated.

DNSC, the Romanian CERT that is a partner in the CitySCAPE project, uses
MISP for the collection of cybersecurity alerts from different stakeholders.
The platform is used for the collection, processing, and dissemination of data
related to cybersecurity incidents, vulnerabilities, threats, events, and
artefacts, including incident notifications received by DNSC. Information
such as malicious URLs, IPs, and file signatures are usually distributed
through this module.

During pilot execution in Tallinn DNSC presented how it exchanges |IOCs
with other entities. DNSC's MISP data tagged with TLP:WHITE' can be made
available to CitySCAPE in a feed that can be imported in the CitySCAPE
platform. TLP stands for Traffic Light Protocol; a protocol created to promote
the sharing of information. TLP is a set of designations used to ensure that
sensitive information is shared with the appropriate audience. It employs
four main tags to indicate expected sharing boundaries to be applied by the
recipient(s). The four tags are red (named recipients only), amber (limited
distribution), green (community-wide distribution), and clear/white
(unlimited distribution). CitySCAPE will receive only TLP:CLEAR/TLP:WHITE
data for now. DNSC usually shares IOCs from last 7 days. To facilitate sharing,
DNSC IOCs are also available via SFTP. The print-screens below show
examples of TLP:WHITE type events that can be exported from the DNSC
MISP, examples of attributes (IOCs) attached to an event and also examples
of IOCs exported to the SFTP server.
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oV
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o
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RT-Bayem

S1-5L0,

Bayem

PrROER

xameco.net
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Bayem

RT-Eayem
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Bayem

Asron Kapian
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2022-08-08
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2022-08-00

2022-05-08
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2022-08-09
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Figure 26. TLP: WHITE MISP events

Category Type

Metwork activity

domain

Metwork activity url

Metwork activity  url

Metwork activity url

Metwork activity  url

Metwork activity  url

Metwork activity  url

Metwork activity

domainiip

Metwork activity  url

Metworic activity  domain
Metwork activity  domain
Metwork activity  domain
Metwork activity  domain
Metwork activity  domain
Metwork activity  domain

Deleted |22 Decay score

Value

wosnes mariafonsecafraitas.com @&

rerss mariafonsecafreitas. com/mias &

welnz coloMoge &

rovs 2 Ik TGO | B

webz co/oMkge @,

@S2 linkMAEXI &

hitpcijmegione.cos

doc @&,

ttpwraw. mytp. bizihittpss e

W htpswwwWHH Py TED. biz
182.210.149.222 @,

hitpoif 102,148, 12 218 minsshivbe.exe &)

woanes. selectendeavor.com @

wannnsensnerfraemoies 2021 com &,

wamnar. consiructiongst.com G4

wannas yanpoake com @&,

wanner a0 1 pgl 8§m1 soyz &,

e 350 SIS S Sktin soyz BL

Figure 27. MISP event attributes
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4 Sighting DB & Corttext = Related Tags W Fittering tool

o
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[}
"

EEEBEBEEBEEBEBRE

#Atr #Corr. #Sightings #Prop #Posts Creator user

tehnicgicert 1o

tehnic@oert 1o
tehnicgcert ro

tehnicg@eert ro

tehnicgcert ro

tehnic@oert ro

tehnic@eert ro

tehnicgoert 1o

tehnic@eert ro

tehnicg@cert ro

tehnic@eartro

tehnic@oert ro

tehnic@eert ro

tehnic@oert 1o

tehnicgcert ro

Date.

2022.08-10

20220808

20220808

20220808

20220808

20220800

20220800

20220608

20220808

20220808

20220807

20220806

20220804

20220805

20220804

Last modified at T

20220810 04:04:48

20220808 18:08:13
20220808 12:0230

20220808 17:47:31

20220808 18:01:51

20220800 122433

20220800 021333

20220808 10:14:14

20220808 08:43.45

20220808 05:11:26

20220807 05:13:50

20220800 045113

20220805 10:45:12

20220805 05:10:16

20220804 22:4238

Comment

CZ URL

Info

Dady Incrementsl ThreatFax
mport - 2022-08-10

Phisting page
Pristing page

FomiBook downlosder - docx
tempiate reiationshin

[CSSF] Warmning soncerming
fraudulent abities by
persons misusing the neme
of the European Investment
Bank (EI6)

Frishing page

Daiy Incremental ThrestFa
mpert - 2022-08-08

"Subjact: Fwd: Frd: Zapiata -
From:

krkos@mecsakfuszart hu”
Campaign

Downloaders Grabbed From
Henaypet Logs (Wesk
220022

Dady Incremental ThrestFax
mport - 2022-08-08

Dy Incramental TrrestFax
mport - 2022-0-07

Dady Incremental ThrestFa
mport - 2022-08-08
LazanssGroup 10Cs, Week
21

Dady Incremental ThreatFax
mport - 2022-08-05
Untangling KNOTWEED:
European private-sector
ofiensive actor using 0-0sy
expioits

Tempiste URL

Tempiste URL

RTF download URL

NET injector download URL

Decoy C2
Decoy ©2
Decoy C2
Decoy ©2
Decoy C2

Decoy ©2
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feed_tlp-white_domain.txt feed_tlp-white_ip-dst.txt feed_tlp-white_ip-dst-port.txt
amakpost.com 95.142.46.35 160.176.72.124|443
alicehui.com 80.233.134.147 120.61.3.72]443
amasides.my.id 95.141.37.3 129.208.171.212|995
alinac.ca 93.190.137.212 79.141.164.139|80
alsanjari.co.uk 109.192.30.125 201.22.52.216(443
alinatourbg.com 80.153.75.103 197.89.109.218|443
alsancaklimanemlak.com 93.51.177.66 39.52.13.165(|995

feed_tlp-white_md5.txt
6c10466ad7c153e7f949fa3c6600b6ac
ffble8babaecc4a8cb3d763412294469
b75c869561e014f4d384773427c879a6
0fce93cd9beeea30a7f0e2a819d2b968
75ee947e31a40ab4b5cdedf4a767310b
24313581bbbffa9a784b48075b525810

feed_tlp-white_sha256.txt

5c7286df292fbb73f350828f6c46f2e80964fa22566388186950e04858feff1le
979f9d1e019d9172af73428a1b3chdff8aec8fdbe0f67cbad48971a36f5001dag
8f2eal8ed82085574888a03547a020b7009e05ae0echf4e9e0bBfe850205%aae
696b6b9f43e53387f7cef14c5da9bbc02b6bf4095849885d36479f8996e7e473
610ec163e7b34abd5587616db8dac7e34b1aef68d0260510854d6b3912fb0008
107da216ad99b7c0171745fe7f826e51b27b1812d435b55¢c3ddb801e23137d8f
1f36898228197ee30c7b0ec0e48e804caabedec33e3a91eeaf7aa2c5bbbSc6ed

feed_tlp-white_url.txt

http://171.81.64.182:40182/Mozi.m

http://27.202.44.93:55209/Mozi.m

https://ejeana.co.ug/index.php

http://ejeana.co.ug/index.php

http://yadrochy.ru.com/ImageGamebigloadGeneratorTemp.php
http://51.15.62.59/AED77D05-A028-477C-B013-04F33F1385C3/index.php
https://cdn.discordapp.com/attachments/953078028693553272/953079659447332884/botnet
https://cdn.discordapp.com/attachments/953078028693553272/953079659208269864/botnet
https://cdn.discordapp.com/attachments/853078028693553272/953079658633654323/botnet
https://cdn.discordapp.com/attachments/953078028693553272/953079658813993020/botnet
https://cdn.discordapp.com/attachments/953078028693553272/953079658998530049/botnet
http://142.11.213.113/EkSgbins.sh
https://onedrive.live.com/download?cid=D31E0CBBOFDCD228&resid=D31E0CBBOFDCD228%21222
&authkey=AFH3-1b0gXg0i-U

https://focused-raman.62-4-21-193.plesk.page/o

http://www.infiniteinvesting.net/rzwo/

http://103.156.91.63/cloud__to_drive/vbc.exe

Fig 28. |0Cs from SFTP files exported from MISP

Considering that the exchange of IOCs is bidirectional, it was also discussed
how DNSC can receive CTl from CitySCAPE (either through the MISP
platform installed in CitySCAPE, or through the SFTP server installed at

DNSC level).
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